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FBI COMPUTERS: 1992 HARDWARE—2002
PROBLEMS

TUESDAY, JULY 16, 2002

U.S. SENATE,
SUBCOMMITTEE ON ADMINISTRATIVE
OVERSIGHT AND THE COURTS,
COMMITTEE ON THE JUDICIARY,
Washington, D.C.

The Subcommittee met, pursuant to notice, at 2:29 p.m., in room
SD-226, Dirksen Senate Office Building, Hon. Charles E. Schumer
(chairman of the subcommittee) presiding.

Present: Senators Schumer, Durbin, and Sessions.

OPENING STATEMENT OF HON. CHARLES E. SCHUMER, A U.S.
SENATOR FROM THE STATE OF NEW YORK

Chairman SCHUMER. The hearing will come to order, and I apolo-
gize to my colleague Jeff Sessions and to all the witnesses; I was
here and forgot something and so had to go all the way back.

So let me begin and thank all of you for being here and thank
Jeff again for his patience. He is more patient with me than I am
with him, which I appreciate.

Anyway, the events of September 11 have lit a fire under Con-
gress, the administration, and most of our Federal agencies, espe-
cially those on the front lines in the war on terrorism.

We all agree that the problems with the FBI's technology infra-
structure have taken on a new urgency since September 11. But
these problems, as we know, have been around for a long time. In
fact, the only difference now is that we have witnessed firsthand
the horrors of terrorism. In the past, terrorism was something that
mostly happened to people in other countries. We know now just
how costly that attitude can be.

Over a year ago, I introduced legislation that would have estab-
lished a review commission to examine the systemic and structural
problems at the FBI as well as the Bureau’s relationship with other
law enforcement entities.

I also held a hearing in April of this year that focused on how
technology and cultural issues were acting as barriers to informa-
tion-sharing between our law enforcement agencies. I heard from
the Department of Justice, the FBI, and the INS, who all readily
and forthrightly, to their credit, acknowledge the problems they
face.

The Senate Judiciary Committee has held 11 oversight hearings
since June 2001 on the FBI and the Justice Department, focusing
on problematic issues from technology to security to personnel. I
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say all this to underscore the fact that no one should think that
the challenges the FBI is facing today are new ones in any way.

There are a number of new signs that the FBI is headed down
the right path. In public testimony and in private meetings, Direc-
tor Mueller has been blunt about the hurdles the Bureau has to
clear in order to become an agency with state-of-the-art technology
and with personnel who not only know how to turn on their com-
puters but can also type, maneuver the mouse, and who can suc-
cessfully use top-of-the-line hardware and software.

In reading Ms. Higgins’ testimony, I was impressed by her hon-
esty about the difficult days ahead. Ms. Higgins, your frankness
and that of the Director is refreshing.

I am also happy to report that we received Ms. Higgins’ testi-
mony yesterday over email, in contrast to how we received FBI tes-
timony 3 months ago, when the FBI had to personally deliver it on
a disk, making it impossible to circulate and store it online.

For a long time, the FBI’s data base warehouse was like Medusa,
with over 40 data bases with separate functions operating out of
the same body but totally disconnected from one another. Here are
a couple of quick visuals to give you an idea of what we are talking
about.

The first visual shows you the FBI’s five major investigative data
bases and how they look now—disconnected and disparate. The sec-
ond visual shows you how the data bases will look in a post-Trilogy
world—they will be interconnected and accessible.

The Trilogy system takes an enormous step forward, not only in
connecting these five major investigative data bases, but also in en-
suring that every agent has a desktop computer to use, that every
agent knows how to use it, and that every analyst can manipulate
the resources of information available at their fingertips in real
time.

I do not think I have to spell out in too much depth why con-
necting these networks is so important for the future of law en-
forcement. We know now more than ever that the backbone of
homeland defense is a good information-sharing and coordination
system between Federal law enforcement and intelligence agencies.

If an agency cannot coordinate information and make it easily ac-
cessible, the entire house of cards will fall. We all felt the effects
of this scenario on September 11, and I pray to God that we never
feel it again. But if we do not fix our communication and techno-
logical woes, we could.

Dinosaur-era technology, like the painstaking process it takes for
an agent to use the automated case system where an FBI agent
has to make her way through 12 different functions just to store
a document must be transformed into efficient, accessible, stream-
lined technology.

Another example of a fossil technology is the FBI’s inability to
search across different data bases by plugging in a couple of key
words. For example, if an agent wanted to find any information
available on suicide bombers, say, in the United States, he could
just type in “suicide” or “bomber” or a related phase like “homicide
bomber” and come up with the relevant information.

Also, the agent should be able to type in different versions of a
name—that is, take my own name. If I were to spell out S-c-h-u-
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m-e-r, the search engine should be able to find my name regardless
of whether it has been misspelled, which believe me happens all
the time.

The point here is that the FBI needs technology of the new mil-
lennium—technology that has some kind of artificial intelligence so
the agency does not have to pull teeth to get one piece of informa-
tion.

Glenn Fine, the Inspector General of the Justice Department,
said in his testimony to the committee few months ago, and I
quote: “DOJ concluded that the FBI’s troubled information systems
are likely to have a continuing negative impact on its ability to
properly investigate crimes and analyze information throughout
the FBI.”

According to the FBI, Trilogy gives the Bureau a technological
foundation upon which it can build. The other components of a
state-of-the-art system cannot be implemented without first imple-
menting the critical parts of Trilogy.

My sincere hope is that under the leadership of Ms. Higgins and
Director Mueller, Trilogy will be implemented soon and will fulfill
its given function. If not, I fear that Inspector General Fine’s pre-
diction will prove true—and, if true, possible disastrous.

Before I close, I want to recognize a different sort of brass tacks.
The FBI saw an increase in funding of approximately 127 percent
from fiscal year 2001 to fiscal year 2002 for information manage-
ment, automation, and telecommunication, IMAT, which includes
all Trilogy-related functions. Congress appropriated approximately
$223 million in fiscal year 2001 and $507 million in fiscal year
2002. This was an enormous increase, a jump that we all under-
stand and deem necessary.

In addition, the Senate Appropriations Committee has rec-
ommended an appropriation of 530 million for the FBI’s Informa-
tion Resources Division to help implement Phase II of Trilogy in
the fiscal year 2002 supplemental. The FBI has requested an addi-
tional $48 million for fiscal year 2003 for IMAT, and I expect that
as Congress considers this new request, we will want to know a de-
tailed plan for additional funding and why it is needed.

Finally, in preparation for this hearing, I spoke with many pri-
vate sector groups and what they have to say about their past deal-
ings with the FBI in terms of lack of policy guidance, a heavy bu-
reaucracy, and a general feeling of apathy toward the need for the
latest technology. I believe that things are changing at the Bureau.
I have met with some of the people here and many others. And I
would like to propose the idea of forming an advisory group made
up of representatives from the private sector to work with the FBI
on their technology development. Perhaps this group could work in
conjunction with Ms. Higgins’ Office of Programs Management, and
hopefully, Ms. Higgins, we can discuss that idea in today’s hearing.

When Director Mueller testified before the Judiciary Committee
a few months ago, he stated that it would take 2 to 3 years from
now for the Trilogy system to be up-to-snuff. To me, that is unac-
ceptable. I, and I believe the American people, do not need another
9/11 to prove how far behind our law enforcement agencies are in
their communications and technological development.
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I find it impossible to believe that we cannot, for the safety of
our Nation, implement Trilogy any faster. So I will be asking you
some questions on this issue later in the hearing. If Trilogy is in-
deed the foundation upon which the FBI’s technology is built, then,
we need it not today and not tomorrow—we really needed it yester-
day.

Again I thank the witnesses for being here, apologize for my tar-
diness, and call on my patient colleague, the junior Senator from
Alabama.

STATEMENT OF HON. JEFF SESSIONS, A U.S. SENATOR FROM
THE STATE OF ALABAMA

Senator SESSIONS. Thank you, Mr. Chairman, and thank you for
your interest in this important issue.

Things do happen around here often so fast that it can happen
to anybody that you do have a conflict that you just cannot balance,
so I certainly understand that, and I think everybody else does, too.

I will just say a few things about this subject. I remember when
I was United States Attorney that an effort was made to have a
computerized system for the FBI that was going to solve
everybody’s problems, that you could be in court and punch in the
questions, and it would appear for you and all that. And I think
it was done. I do not know how many millions of dollars were spent
on it, but that was done.

There is a tendency today to blame errors on the computer. The
computer will not work if the information is not put in. It will not
work if people are not following up. So I do not know how to make
vague documents for all missed; I think some of that was just a
failure to read the email that was sent out and to followup in each
and every field office, who probably thought they did not have any-
thing to do with the case.

I am concerned about the money, and I am glad that you men-
tioned that, Mr. Chairman. This is a huge increase in money. I
think we have 60-some field offices in America, and we are talking
about nearly $400 million for this program. That is a lot of money
for a field office. I trust that we can justify that kind of system.

We are rushing fast, we are trying to do a lot of things at once,
and we have simply got to watch our expenditures in Congress. |
am1 getting troubled by the fact that we seem to be losing dis-
cipline.

One more thing. I do believe that you should be sure to listen
to agents in the field who do the daily work and will be inputting
the data into this system. They have got to feel comfortable with
it, it has got to meet their needs, they have got to feel comfortable
relying on it, or it will not be as effective as we would like to see
it. I think that is important, and in any review that you do, I want
to ask about that.

Finally, I think the most dangerous thing in all of this is secu-
rity. I just believe very, very strongly that any system that allows
broad-based access to security information is subject to being pene-
trated. You have in every FBI office in America clerks and staff
people and agents. We had a Hansen, for that matter, a special
agent for the FBI, who was not proven reliable and betrayed his
country.
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So I want to know that if we make an error, it will be to keep
this material contained more closely than some might like and
keep it contained in a way that is very difficult for anyone to pene-
trate.

Thank you for having this hearing, Mr. Chairman. If we do this
thing right, I think you are correct that enemy agents could be
identified quicker than we ever thought possible on occasion.

Thank you.

Chairman SCHUMER. Thank you, Jeff.

Chairman SCHUMER. Now let me call our single witness here
today, one witness but a very important one and we believe worth
a whole hearing.

Sherry Higgins is new. I had the pleasure of meeting her when
I asked Director Mueller how are we going to straighten this thing
out, he had a few-words answer, but among the words he men-
tioned were “Sherry Higgins.”

She is the project management executive in the Office of the Di-
rector at the FBI. She began her career in 1971 with AT&T. She
was then assigned to Lucent Technologies after AT&T split.

Ms. Higgins has held several positions with both AT&T and
Lucent, including both the Lucent Chief Information Officer and
Chief Technical Officer of the Global Program and of Project Man-
agement. Most recently, she was an instructor of project manage-
ment with the International Institute for Learning, and she also
supported the Technology Command Center at the 2002 Salt Lake
Olympic Games.

She has been industry-certified as a project management profes-
sional through the Project Management Institute since 1991. She
holds master’s certificates in both commercial and international
project management—this biography is a mouthful—and was in-
ducted into the International Who's Who of Professionals in 2000
and was featured in the August 2000 edition of CIO magazine.

Ms. Higgins, your entire statement will be included in the record.
Please proceed as you wish.

STATEMENT OF SHERRY HIGGINS, PROJECT MANAGEMENT
EXECUTIVE, OFFICE OF THE DIRECTOR, FEDERAL BUREAU
OF INVESTIGATION, WASHINGTON, D.C., ACCOMPANIED BY
MARK TANNER, DEPUTY CHIEF INFORMATION OFFICER

Ms. HiGGINS. Thank you.

First of all, I want to thank you for inviting me up here. I too
think it is a very important issue.

I want to thank you for inviting me and for your support and for
what I know will be your continued support.

I can tell from your charts that both of you have had a lot of dis-
cussion about Trilogy, and there have been a lot of things that you
have heard in the past about Trilogy.

I have been with the FBI for 4 months, and I too have heard an
awful lot about Trilogy. What I have said, though, and what I have
instituted within the organization and the teams that I have been
working with on the Trilogy project is I have been given a lot of
reasons for why the FBI is where they are right now, and what I
have asked people to do, though, is not to give me a history of ex-
cuses, but I will take history as lessons learned. We will figure out
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how not to do things in the wrong way or the way that they have
been done in the past, but improve and move forward.

Presently on the Trilogy Project, I am not sure how much you
understand about the way the project is actually divided, but it is
between a part that they call TNC/IPC and a part that they call
UAC. One thing that I probably did not put in my testimony is that
surprise I had when I came to the FBI—I thought that the commu-
nications industry had a lock on acronyms, but I found out that the
FBI has more than that.

The TNC/IPC side is what I call the network and the hardware,
the actual PC side of it. And the UAC side is the applications side.
The TNC/IPC side is projected to be completed over a year ahead
of schedule. The original intent was for the program to be a 36-
month schedule, and it was 36 months from the time the contract
was awarded, which would have put us completing the network
and the hardware side sometime in May of 2004. The projection for
the network side is to complete by the first fiscal quarter of 2003,
no later than the second quarter of 2003.

The UAC side, or the virtual case file side, the application side,
is projected to complete on schedule. Contract was awarded in June
of 2001, and 36 months from that would be June 2004.

The solution that we are implementing now, that we are design-
ing now, that we are developing now, is significantly different from
what was projected from the very beginning. So there are things
in my testimony that explain that and some things that I am going
to show you on a powerpoint presentation to demonstrate that.

Communications is improving within the Trilogy Project and
other programs within the FBI. We are not there yet, but we are
cross-pollinating information to make sure that we are partnering
on all the programs that we have within the FBI.

We are focusing on the right solution, not just the fastest solu-
tion. We have a constant eye on the schedule to make sure that as
we are moving down this road and we are putting in the right solu-
tion that we are looking for anywhere that we can get efficiencies
and gain a faster schedule.

The future is bright; I agree with that. And the people who are
surrounding the Trilogy program feel that the future is bright, and
they resonate with the Director’s view that the future is bright,
that we are moving ahead.

On your point, Senator Sessions, one of the things that I totally
align with is that we do have to have the agents’ buy-in. In devel-
oping the UAC or virtual case file component, part of that is using
what we call a “joint application design.” That is made up of
agents, analysts and support people to look at not how do you do
your jobs with the tools that are existing, but what tools do you
need to do your job. So that in reality, what we have gotten is buy-
in from the beginning. We are asking, and we have recognized that
they are the ones who are going to be using these tools.

We are not just rebuilding old applications. We are looking at a
new application and pulling the best information from those five in-
vestigative applications.

Trilogy is an enterprise solution. Enterprise solutions create and
facilitate change, so we are recognizing that. Part of the joint appli-
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cation design will be eliminating some old business process that are
no longer required.

We have a positive future in our sights where we already have
a plan in place to not allow Trilogy to get old and outdated; we
have a plan to change that out as technology changes so that it
stays current.

We are assessing the impact of not only those five applications
but other applicants that we look at and determine whether those
need to be included or they need to be eliminated.

The Director has established the Office of Programs Management
for us to have a disciplined approach on not only the Trilogy
Project but any other highly critical, high-dollar, visible project
that we have is critical and will support the FBI’s mission and
strategy.

We as an Office of Programs Management, managing these major
programs, will be accountable to you as our stakeholders and to our
other stakeholders, including the end-users. We will be developing
repeatable processes, we will build in quality, and we are set for
the future. Trilogy is setting the standard; it is the base for us to
be able to do all the things that are in our vision moving forward.

Thank you.

[The prepared statement of Ms. Higgins appears as a submis-
sions for the record.]

Senator SESSIONS. Mr. Chairman, maybe Ms. Higgins can move
to the Department of Homeland Security after this.

Chairman SCHUMER. Yes. When you finish this one, we are going
to move you over to Homeland.

Did you have a presentation?

Ms. HiGGINs. Yes, I do have a quick presentation where I would
like to show you the difference between today’s environment and
our national view—and I have been coached several times to make
sure that I do not leave here without you knowing that this is a
national view. And my point in saying that is——

Chairman SCHUMER. Excuse me. Could you just explain what a
“notional view” is?

Ms. HIGGINS. I am getting ready to.

Chairman SCHUMER. OK.

Ms. HIGGINS. A notional view is when you have a contract, or you
bring a contractor in who is also one of the people in the JAD, that
joint application development session, you tell them what you
need—you do not design the solution for them.

Chairman SCHUMER. I see.

Ms. HIGGINS. So that what you are going to be seeing is a view
of how the agents and support people would like it to look. It will
still have the same functions, but it may not look exactly like what
you are going to see here.

Chairman SCHUMER. OK.

Ms. HiGGINS. The first thing we are going to do is show you—
you alluded, Senator Schumer, to the 12 screens—I am just going
to show you very quickly, going into FBINET, Automated Case
Support, and Electronic Case File, all the things that you have to
use just to upload one document.

Here are the first five screens that every agent has to go
through. Anything they are going to want to do in ACS, they have
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to go through every, single one of these screens. Those are five
mandatory screens, and they are all function key-driven; there is
no mouse, no icon, no year 2000 look to it. It is all very keyboard-
intensive-driven.

To actually upload a document, you then have these six addi-
tional screens that you have to go through. The very last screen,
just to make one more point, is a screen that says you now have
to print the document after you have uploaded, so it can go into
the official system of record, because ACS is not used as a system
of record.

Chairman SCHUMER. Do you then have to get out of your seat
and do a backflip? [Laughter.]

Ms. HIGGINS. Yes, sir. [Laughter.]

Our future planned solution—what I am going to show you is the
difference between Virtual Case File and ACS and explain the
workload to you.

Here is the same thing, showing how you would enter a docu-
ment into the system, be able to submit it and have it approved
all in one step. An agent will submit information—for instance, an
intake form—he takes down the information on the victim, the vic-
tim complaint, he submits the information, the supervisor approves
it, and then it automatically goes into the electronic file. At that
point, it is then able to be shared by other FBI agents or analysts
who can look at that information that has just been submitted.

Over top of that, there will be a Data Mining Application

Senator SESSIONS. In other words, they could do the interview
and actually enter the data instead of taking notes, and it is imme-
diately in the system?

Ms. HIGGINS. Absolutely, absolutely. And it can be done both
ways. It can be done by not being in front of the computer, writing
it down, and then, it is a lot easier to just immediately go into the
system.

We will have the Data Mining Application, which I believe both
of you alluded to, which will allow the agent to not only get infor-
mation from the virtual case file, but those other stovepipe applica-
tions, and also be able to go out and mine information from other
agencies.

What they are going to be able to do then is what the agent calls
“mining for gold.” They will go out and grab a bunch of the infor-
mation, put it together in their analytical work box, and in that an-
alytical work box, they are able to say, “Now I have something.”
They will submit that, it is approved, and it goes into the electronic
case file, and it is ready to be viewed or collaborated or shared with
other people within the FBI.

Chairman SCHUMER. What is the process for someone else in the
FBI seeing that file under this new system?

Ms. HiGGINS. Depending on the——

Chairman SCHUMER. Do they have to get separate approval or
anything like that?

Ms. HiGcGins. If they are within the FBI and they have the same
level of security, their job title will drive how much of the informa-
tion they will be able to see.

Chairman SCHUMER. So if I am an agent in Minneapolis, I could
get hold of a file, let us say, to take another place in Phoenix?




Ms. HIGGINS. Right.

Chairman SCHUMER. Right away?

Ms. HiGGINS. Right.

Chairman SCHUMER. OK—which could not happen before, I take
it.

Ms. HiGGINS. Exactly.

Chairman SCHUMER. Before, you had to get 16 different approv-
als, and you would virtually never get it.

Ms. HiGGINS. Exactly. And to speak to your issue of Hansen, we
will have audits built into this so that you will be able to see who
has been looking at my case, what other people have done what to
this case, so we have audit trail there.

Senator SESSIONS. Is this the time to ask a question?

Chairman SCHUMER. Yes, why not?

Senator SESSIONS. All right. Would the memorandum from Ari-
zona be immediately available for review by a person in Minnesota
who had a similar type situation, or would the computer simply
register that there was relevant information of some kind? In other
words, would a memo such as the one written in Arizona and/or
the one written in Minnesota—to me, both of those were pretty
sensitive information, and there are a lot of people who have access
to computers—FBI offices are open 24 hours; you have clerks in
there and other people. I think it would be pretty easy, if you were
determined over a period of time, to get somebody in there who
knew how to penetrate the system.

Is there any limit on that?

Ms. HiGGINS. The first question that I think you are asking me
is about being able to actually do a collaboration—will the docu-
ment be there so that other agents can see that information. And
yes, out of that virtual work box, the analytical work box that I ex-
plained in our earlier screen, it will be immediately available to
other agents in the field.

As far as being able to hack into the system or be able to bypass
security regulations, we are working with the security program—
they are part of our project team—to make sure that we have built
in the security as opposed to bolting it on.

So we are using industry practices and using input from the se-
curity department. We also have people from security who have
come over from different agencies. So we are implementing that as
we go.

Senator SESSIONS. I am just thinking about—Mr. Chairman, let
us say there are people in your city—and I know how deeply you
care about this and how real it is to the people of New York; it is
not academic, it is very, very real—but we are out interviewing
people right now, people are getting information on a confidential
basis. There has been abuse over the years in my view by police
and FBI agents saying, “My informant’s information is so secret, I
do not ever tell anybody,” which is an overreaction in one way. But
at the same time, they would be dead—there are people living in
the community who are providing information this day, and if that
information goes into the system and somebody identifies who they
are, they will disappear tomorrow. So this is really serious about
our security, not counting the potential danger in a lot of other
ways.
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Chairman SCHUMER. It is an interesting—Senator Sessions is
right. I asked Director Mueller why things were so backward. It is
my view that the FBI system, at least as of 9/11, was more rudi-
mentary than the system that I bought my 7th grade daughter for
$1,400. He said there are two reasons. One, he said the FBI always
had the attitude that “We can do it better,” instead of relying on
all the geniuses in Silicon Valley and everybody else, they invented
their own system, and they were not too good at it.

But the second reason, which is the one you bring up, is security.
Obviously, you do not want a system that is simply open to every-
body because of classified information, because of investigative
problems, et cetera. And I guess the balance you face is to make
it as accessible and as open as possible so an enterprising agent in
Minnesota can get to see a lot of information that other agents
have had, and at the same time, not having such information, cer-
tain sensitive information, be too accessible.

But I take it that with passwords and certain codes, you can sort
of have an open system with certain blockages that you need spe-
cial clearance to get to and so on.

Am I wrong about that?

Ms. HIGGINS. No; you are right.

Senator SESSIONS. I just think this has got to be given attention,
because if every agent can access and input into the system, and
you have one bad agent, the whole system is drained of intelligence
in an exceedingly bad event.

Chairman SCHUMER. Yes; a very good point.

What do you say to that? I mean, the advantage of the internet
is a two-edged sword, as we learned about 9/11. What do you say
to the fact that if you get a high-up person in the system, they
might be able to get every bit of information on that system and
give it to an enemy? How do we deal with that? That is a very seri-
ous and good question.

Ms. HIGGINS. There are several items that I want to bring up in
response to that. One is that, again, we have audits built into the
system so that we can get flags, know that someone who is not at
the level of a certain case to be able to work on that case—we know
that someone else has been working in it.

We are also regulated so that not all information is shared so
that you can protect the individuals, too. I am not going to profess
to know what all of those laws and regulations are. I just know
that they are there, and I am digging deep into them to try to
make sure that we are making the system as flexible but as secure
as it possibly can be.

As far as sharing the information or the amount of information
being able to be shared or be released or someone getting into the
system, technology can provide the solution, and I totally agree
with you that the system is only as good as the human being who
designed that system. On the other side of that, you can only pro-
tect the system—you have to look at what level of risk you are will-
ing to assume, and that is what we are up against right now, look-
ing at what level of risk we are willing to assume—not that there
is not a solution to give all that information or to block all the in-
formation. You do not want to do one or the other. You have got
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to figure out that level of risk. And that is what we are working
on.
Chairman SCHUMER. The fact of the matter is that a foreign
agent high up in the FBI could do a lot more damage in terms of
retrieving and sending information under our new system than
under the old one. That is something that we have to be aware of.
Is that fair to say?

Ms. HigGINs. I think we have more control.

Chairman SCHUMER. You do?

Ms. HiGGINS. Yes, I do.

Chairman SCHUMER. It is freer and it has more controls.

Ms. HIGGINS. Yes, yes.

Chairman SCHUMER. Let us hope.

Ms. HIGGINS. And it is going to be easier to use—and we have
had agents’ input.

Senator SESSIONS. Well, we know that wars have been ended
quickly and terminated one way or the other because of breaches
in intelligence. The code-breakers in World War II and other wars
have literally made the difference in who won key battles. I just
do not think you can put too much emphasis on that. Frankly, I
would say that the most sensitive things that are being done at the
Intelligence Center of the FBI probably should be on an entirely
different system in my view and should not be accessible to people
around the country.

In other words, that team in my vision has always been—the
team in Washington or wherever it is located will be the one to
spot the patterns, spot the duplications, and give notice to the
agents in the field, rather than allowing them to necessarily peruse
everything that is in the system. It just looks for hot points.

Chairman SCHUMER. Do you want to keep going? Did you finish
your presentation?

Ms. HiGGINS. Do you want me to just show you a couple of other
things within the notional view——

Chairman SCHUMER. Yes, and then I have a few questions, and
maybe Senator Durbin does.

Ms. HiGGINS. OK. Again, this is the notional view of the virtual
case file. This would be the work space or the actual home page
of an agent. When they walk in in the morning, they will see this.
On the left-hand side are the items that are what they do every
day, the frequently used activity, if you are familiar with work
space on your daughter’s PC.

What I want to do is show you that same intake form that we
were talking about earlier and show that the information would be
inputted into a screen like this, it will be mouse-driven, it will have
pull-down screens so you do not have to type everything in. It gives
you the capability to put in free-form comments at the bottom.
What would happen here is the agent would input the information
and would then submit the information to the supervisor, and the
supervisor can then, from another screen, assign it to one of the
agents within their squad.

What they will have there on notional view again is a list of
agents within their squad, so it is a simple case of just clicking and
being able to pick a particular agent and assign the work to him.
What the agent will then see is their activity within their caseload.
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They will be alerted to new information within their toolbox, within
their caseload.

In this particular case, if you look at the very first item, they can
drill down on that information to see what new has been added to
their toolbox. In this particular case, they see that it is one of the
last items, and there were pictures that were uploaded into the vir-
tual case file.

Chairman SCHUMER. And that happens automatically—any time
on some case, some other agent has added new information, they
will get a “tickle” that says go look at it.

Ms. HigGINs. Right. One of the things that is significant here,
too, is that it is given the capability to put multimedia into the
case file. Another thing that is significant about this is that the in-
formation stays resident with the file as opposed to staying in an-
other locked are or another system of record; it is now resident
with the case.

So the whole thing that I was showing you there goes back to
the discussion that I was talking about business processes chang-
ing. if you look here, that is the intake form. It serves the functions
in the middle, but what it is actually doing is replacing at least five
different forms, handwritten information, and a printed copy that
goes into an actual system of record.

Our work is investigative by nature. This shows that they are
able to put in their information, and it is one of the other forms
that will tell you, when you ask “What is it that I want to docu-
ment?” you will be able to

Chairman SCHUMER. This looks like pretty standard stuff.

Ms. HIGGINS [continuing]. Exactly—and you will be able to click
on it, and instead of bring you up a screen, like NACS, where you
have 12 screens, depending on the activity that you want to do, it
is only going to bring up those screens. So it is a productivity tool.

Chairman SCHUMER. Let me ask you a couple of other questions
if I could, Ms. Higgins. How about the problem—we have talked
with Trilogy about getting the FBI system to talk to one another.
What preparation is being made to get the FBI systems to talk to
other Federal Government computer system, whether it be INS or
CIA or Social Security or Border Patrol, et cetera? Is the system
that you are building done with that in mind, or not? Tell me a lit-
tle about that.

Ms. HIGGINS. Yes, it is. As I said before, we are setting the enter-
prise architecture standard for the FBI that will allow us in the fu-
ture to share information with other agencies. We are making sure
that we are using the actual technology that will allow us to inte-
grate and share information with Department of Justice or the De-
partment of Defense, CIA, whoever it is—so that we have the same
type of technology, the same products, that we have data ware-
houses, and in some cases, we are even using the same vendor so
that we will be complementary to each other.

Chairman SCHUMER. So that when this is finished in the second
quarter of 2003, at least the hardware will be able, let us say, to
talk to INS’ computer system?

Ms. HiGGINS. We will be able to lay the plan. We are laying the
foundation. The plans to be able to do that would be another pro-
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gram. Trilogy is laying the foundation for the enterprise architec-
ture.

Chairman SCHUMER. I see. So you will have the hardware to do
it, you will have the underlying method of doing it, but you have
still got to work out the deal with each of the different agencies.

Ms. HIGGINS. Absolutely.

Chairman ScHUMER. OK. And what about similarly with our al-
lies internationally—-clearly, you are going to have more of a need
to talk to them. Let me give you one example.

As you know, when it comes to fingerprints, there are two
types—flat and rolled. And many of our allies have created civil
fingerprint systems for travel visas and other purposes that use the
flat print. INS, as I understand it, also uses the flat print.

Because of the Patriot Act, the Border Security Act, we are going
to have to start running these flat prints of foreign travelers
against your system for homeland security protections, the FBI sys-
tem.

But from what I understand, the FBI’s current finger print anal-
ysis system has something like a 40 percent error rate when it
processes flat prints because it is set up to handle rolled prints
which are used for criminal investigations. So batting 600 may get
you into the Hall of Fame, but it is not good enough when it comes
to fighting terrorism.

That is just one example of the hundreds of problems that you
face, but how are we dealing with that problem?

Ms. HiGGINS. I wish I could answer that question for you. As far
as the program that you are talking about and being part of that
data base, the fingerprint system that you are talking about is not
part of Trilogy. So what I can do is get back to you with an answer
to that, but I cannot personally answer it.

Chairman SCHUMER. Does anyone else have an answer here?

Mr. TANNER. I am Mark Tanner. I am the Deputy CIO, so I have
information about all of our FBI systems.

I do know something about the fingerprint system, that is the
IAFIS, the Integrated Automated Fingerprint Information System.
It is a 10-print system. It is a rolled fingerprint system that is used
for identification of people. It is not wholly compatible with the flat
fingerprint technologies, but there is a lot of research being under-
taken to make those systems more compatible.

The IAFIS does, though, establish a standard for fingerprint mi-
nutiae and identification purposes which is shared with the inter-
national partners

Chairman SCHUMER. Right, but it has a pretty high error rate,
doesn’t it?

Mr. TANNER. No. IAFIS, with the rolled fingerprint, has a very
low error rate. It was designed to give us a 2-hour turnaround on
a criminal fingerprint identification and a 24-hour civil print iden-
tification, and it is meeting those expectations. But a flat print may
provide you a candidate list of persons, but it will have to go
through a visual inspection to make the actual identification.

Chairman SCHUMER. It will take a lot longer, I imagine.

Mr. TANNER. It will take longer. But it is a technology that can
mature.
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Chairman SCHUMER. If you could, Ms. Higgins, in writing just
get back to us as to how we are dealing with that issue.

Now, what about what I mentioned at the beginning—getting
this private sector advisory board on board. We have just looked at
corporate responsibility here, and what we found is that it is good
for the accountants to have somebody else looking over their shoul-
der, giving them advice, to make sure they are not just in their
own world, et cetera, particularly given what the old FBI mentality
was, at least according to Mueller—“We can do it better, and we
will do it our own way”—which did not lead to too much good.

What about the idea of some kind of private sector advisory
board composed of top-level people who would really work closely
with you—may even lend you people on a full-time basis for a pe-
riod of time to help give suggestions for improvements. My guess
is that some of these people will have come up against similar
problems that you have had. Obviously, the emphasis on security
is higher for the FBI than for most other places. But tell me what
you think of that.

Ms. HiGGINs. I totally support it, and I know the Director sup-
ports it, too. There are plans to look at just that. We have looked
at how we would do that. So I know the Director supports it, and
I also support that.

Chairman SCHUMER. Could we talk about—and I will call on
Senator Durbin in a minute; I have been here a long time on these
questions—my constituents in New York have a personal interest
in this, and when Director Mueller said it would take 3 years to
get everything up and working, we said, gee whiz, we do not want
to risk another horrible attack. Nobody in America—nobody in the
world—does.

Now the timetable has moved up a little bit, but what are the
barriers—what are the barriers to moving up the timetable fur-
ther? Is it fiscal? Is it that you do not have the right personnel?
Boil it down to its brass tacks. Given that this should be one of the
highest priorities that America has, it is still going to take us a
couple of years before both the hardware and then the application
of the hardware is really working, up and available.

Did you say 2004?

Ms. HIGGINS. Yes. June 2004 will be its completion.

Chairman SCHUMER. That seems like an awfully long time given
how important this is. What are the barriers, and what if anything
can be done to move that timetable up?

Ms. HIGGINS. The right solution takes a longer time than just to
get a solution. Let me backstep. We recognize the fact that June
2004 for the final completion date of this project is an extremely
long time. There is nobody within the FBI who does not have that
focus of wanting to get something into the hands of the agents as
quickly as possible.

When you are looking at what it is that needs to be done as far
as what is the right tool, that in itself takes time. And looking at
old systems that do not have a lot of documentation—it takes time
to recreate documentation just to be able to implement the new
system to make sure that you have a lot of that information that
is out there.
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Chairman SCHUMER. But isn’t that a personnel—you could hire
more people to take the old documentation and update it; right?

Ms. HIGGINS. Part of it is resources, part of it is knowledge of
what is existing out there to make sure that it is in there. But it
is also making sure we have the right solution in place. We have
people who are very focused on putting in the right solution from
a standpoint of bringing in other resources that are from outside
industry—that might help in some cases—but what you have really
got to focus on is the right tool for the agents, so you will need to
use the FBI resources and the FBI intelligence. There are very
many bright people within the FBI, but this is a new solution.

Chairman SCHUMER. So it is a learning curve issue more than
just about anything else?

Ms. HiGGINs. Well, it is a combination of things. It is a learning
curve; it is the fact that we do not have the documentation to be
able to implement the solution—for instance, to take ACS and say
we know everything that is there, so only take these parts. There
is documentation that is missing, so you have got to identify where
the parts are.

One of the things that I was going to say, though, is that be-
tween now and June of 2004, we are looking at ways to relieve the
pain so that the agents are not in pain until the first delivery in
December of 2003. We are looking at putting search engines out
there that will be faster and more efficient and more robust. We
are looking at putting fixes—not fixes, but pain relievers, what I
keep calling pain relievers—into the system to do things like be
able to monitor when someone is in your cases.

We are looking at every way that we can while we are imple-
menting the right solution to provide pain relievers along the way.

Chairman SCHUMER. I have a written question for you which I
will not ask you to answer now, and then I will turn to Senator
Durbin. But if I were the Director of the FBI, and I said, “You have
a mandate to cut 6 months off that timetable deadline,” what
would you do?

I am not asking you for an answer now, but I am going to ask
you that in writing, and maybe you can give us some answers.

Ms. HiGGINS. I appreciate you not asking me that, and I will ex-
plain later why.

Chairman SCHUMER. That Southern charm gets me every time.

[Laughter.]

Chairman SCHUMER. Senator Durbin?

Senator DURBIN. Southern Brooklyn.
hChairman SCHUMER. Southern Brooklyn—he knows; he has been
there.

STATEMENT OF HON. RICHARD J. DURBIN, A U.S. SENATOR
FROM THE STATE OF ILLINOIS

Senator DURBIN. Thank you, Ms. Higgins, for joining us today.
I am going to ask a series of questions, but first let me relate for
a moment to a question asked by Senator Schumer.

I am serving on this Committee on the Judiciary, Governmental
Affairs, and Intelligence, so I hear about this issue from many dif-
ferent angles, and it strikes me that there is one thing that we are
overlooking, and it was raised by Senator Schumer, and that is
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that I think it is a great idea—and I applaud the idea—to bring
in the experts to the FBI to take a look at it—can we do this better
and faster, can we create something that can grow with the agen-
cy’s needs. But for lack of a better word, the interoperability with
other agencies is also critical.

We are considering the creation of another agency which will col-
lect, maybe generate, intelligence data—the Department of Home-
land Security—which will join four or five other agencies. The
question is whether each of these agencies is designing its com-
puters in a way that they can ultimately work together. I do not
believe that any successful business would consider having sepa-
rate branches with totally different computer systems that cannot
communicate.

One of the things that I have thought about and that I am going
to propose as part of the Department of Homeland Security is
something like a Manhattan Project, where someone in the White
House has the authority to take a look at the whole picture and
say here is how the CIA and the FBI and the INS and all of the
different agencies will have a computer system that can ultimately
merge data into an effective use.

In the frustration of the arrest of Mr. Moussaoui in Minneapolis,
the FBI agent who testified said, “We even thought at one point
that we would break the rules and go to the CIA for information”
to find out what was going on. That was considered out of line, I
guess, but from where I am sitting, she did the right thing, or at
least the people involved did the right thing.

So what is being talked about in terms of coordinating all of
these agencies so that there is some interoperability of the com-
puter systems?

Ms. HiGGINS. We are having conversations with the other agen-
cies to see how their architecture is set up. We are taking lessons
learned from other agencies. We are making sure that the architec-
ture that we are building is going to be robust and be able to—at
some point in the future; the plans are not laid, the plans are not
in effect yet—but the plan is to be able to do just exactly what you
are talking about, that is, to make sure that we have the tech-
nology and the architecture in place that will allow us to share in-
formation.

There is a data mining/data warehousing program within the
FBI that Ken Richard is program manager for. The Trilogy pro-
gram is working in lockstep with both data mining and data
warehousing, which gives you the capability to look at information
both from within the FBI and other agencies.

Senator DURBIN. The reason I raise that—I think that has to be
done, and I think there has to be someone at the highest level, per-
haps at the White House, who really does have this Manhattan
Project type—we are looking for a new word—but a Manhattan
Project type approach——

Chairman SCHUMER. How about the Brooklyn Project? [Laugh-
ter.]

Senator DURBIN [continuing]. Well, the Brooklyn Project—you
heard it here, folks—but the idea is to come up with something
that coordinates these things.
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For example, 6 weeks ago, I believe it was, the Attorney General
announced that he had a plan to fingerprint and photograph visa-
holders coming into the United States. He did not specify the num-
ber of people involved, but it is my impression that it could range
as high as some 30 million visa-holders who are in the United
States during the course of a year. I thought at the time that that
raised an interesting Constitutional question, an interesting
profiling question, an interesting law enforcement question, but it
is almost laughable from a technology viewpoint to think that we
have the capability to collect, process, share, evaluate millions of
pieces of information about visa-holders coming in on a regular
basis.

(]130 ?you think we have that capability at the FBI and the INS
today?

Ms. HicGINs. Well, first of all, are you saying INS within FBI?

Senator DURBIN. Yes.

Ms. HiGGINs. With the systems that we have right now, with just
this year’s photographs, I do not think we have the capability for
it to be retrievable. That kind of data collection and being able to
be retrievable is what we are moving to. The architecture that we
are building is scalable.

Senator DURBIN. That is the way that I feel. I think that is an
honest answer. And it really raises a question about why we an-
nounce something like this when we know it is over the moon—it
is not going to happen.

If I am not mistaken—and maybe you or one of your colleagues
can answer this—2 or 3 years ago, Congress said to the INS and
to the FBI, We want you to merge your fingerprint data bases, be-
cause both collect them, and in a merged data base, we would be
able to come up with a lot more usable information.

The Inspector General for the Department of Justice told us just
a few weeks ago that they are still not even close to that hap-
pening. Are you familiar with that Congressional mandate and the
progress on that merger at the data bases?

Ms. HigGINS. No, I am not.

Mark, do you know anything about that? I am not familiar with
TIAFIS and the fingerprinting systems, and Mark obviously has
some knowledge.

Mr. TANNER. I am familiar with it. It is mainly a different oper-
ational posture that we take. INS does a two-print check, and we
do a 10-print check, so there are differences in the technologies
that support those two operational postures. There has been a lot
of work done to figure out how those things can be integrated.
Right now, off the top of my head, I do not have the details of
where we are on that.

Senator DURBIN. I will not put you on the spot, but it is another
illustration that when we have an announcement from the Depart-
ment of Justice about potentially collecting tens of millions of fin-
gerprints and photographs of visa-holders coming into the United
States, and we take a look at the real world, technology world, that
you live in, we realize that it is impossible. We do not have it.

I asked someone on the Intelligence Committee at a higher level,
and he said the only option is to contract this out. We cannot do
this.
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I think we just went through a contracting out debate over secu-
rity at airports, so we would have to face that issue, too, as we get
into it.

Let me ask you this, Ms. Higgins. As you take a look at the com-
puter capabilities at the FBI today and compare it to the computer
capabilities of AT&T or Lucent where you used to work, what are
the most obvious things that a worker at Lucent would walk in and
look at the FBI system and say, “Wait a minute—you do not
have”—fill in the blank. What is missing at the FBI today?

Ms. HiGGINS. First of all, the PC technology, which we are chang-
ing out. A part of Trilogy is upgrading the laptop or the work sta-
tion environment.

Another is what I alluded to about the green screen environment
as opposed to a gooey-based or a mouse-driven application that peo-
ple use.

One of the other glaring things is email, lack of email. We are
looking at that as far as being able to do intra email. Right now,
the FBI does have an email package, but when we are looking at
what we will be implementing and what someone like myself com-
ing in from the outside, if I were to look at it, I would be expecting
at least a more state-of-the-art email package.

It is those kinds of things that you would see as a layman—or,
not a layman—but someone from a communications company com-
ing in.

Senator DURBIN. Do FBI computers have access to the internet?

[Pause.]

Senator DURBIN. It is taking you too long to answer.

Ms. HicGiNs. FBINET—the information that we have within the
FBI—is not accessible through the internet. We are looking:

Senator DURBIN. Of course, that is good. Now, how about the
other way?

Ms. HIGGINS. And it is not accessible the other way, the way that
we have it planned.

Senator DURBIN. So an FBI agent working at a computer who
wants to access the internet for some information in an investiga-
tion cannot do it?

Ms. HiGGINS. That is not true, that is not true. I am sorry.

Senator DURBIN. What is true?

Ms. HIGGINS. Another part that is being planned outside of the
Trilogy Project is what we are calling an internet cafe. That is
where they will have the capability to search for information, but
because of legal ramifications, they will not be doing case informa-
tion on the internet. They will be able to mine for information and
then stake it and use it

Senator DURBIN. But today, that does not exist.

Ms. HIGGINS. In some of the field offices where we have already
implemented, they have some of that capability.

Senator DURBIN. All right. So it does not exist throughout the
agency.

Senator Schumer asked Director Mueller at an earlier hearing
about word search, and I believe the answer was that they could
search for the name of a person in a file, but they could not search
for a phrase like “flight training schools”. Is this true?
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Ms. HIGGINS. You can put multiple word searches into ACS, and
that is the system that I had put before. I know that there were
some questions—there are some issues within ACS and some of the
systems, and the fact that you have to go into each system to do
multiple searches. But because it is an older system, and because
it does not ahve the robust search engine in there, there is the abil-
ity to make a mistake and not get the information back.

You can put in “flight school” and other information. I believe
Mr. Collingwood explained in more detail some of the issues about
how you could go down through ACS in itself and further refine
your search, so you could put “flight school” or you could put “Min-
nesota flight school”.

Senator DURBIN. The Wall Street Journal piece that was written
back in July by Messrs. David Rogers and John Wolke went into
some of the Bureau’s case numbering systems. Does the Bureau
still hand out this little blue or yellow booklet with J. Edgar Hoo-
ver’s case numbering system?

Ms. HiGGINS. Right.

Senator DURBIN. And is that still being followed in the computer
programs that you are constructing?

Ms. HIGGINS. As it stands today, they are, but we do not have
the final system yet. We are looking at all the business processes.

Senator DURBIN. Just to show you how archaic it is, the Wall
Street Journal writes that: “The system issued to every FBI agent
still includes offenses relating to prohibition, white slaver, and se-
dition.” That is not encouraging.

I have two final questions, and I will make them as fast as I can.
It seems to me that if you were starting a corporation with the
data challenge that we have today, and you said we will not be
operational until the middle of 2004 that your investors would say,
“That does not compute. If you cannot be operational in a faster pe-
riod of time, then you are not going to serve our needs” and in this
case, serve the needs of national security.

Mr. Dies, who testified here a couple of times, brought to my at-
tention problems with procurement and the procurement laws of
the Federal Government. I will not go into the long history about
how I got involved in this, but my question to you directly is this.
Are there procurement laws in the Federal Code that are stopping
or slowing you from doing what you would do in the private sector
to cutoff 6 months, a year, or 2 years and move more quickly into
a modern system that would serve the FBI's needs?

Ms. HiGGINS. I would say yes, and I would say that things that
we have had to do because of that will tie our hands in cases of
putting in a faster way to procure the funds or to acquire the
funds, and in one case, tie our hands in being able to deal directly
with the vendors that we have.

Senator DURBIN. So if you brought in Oracle and said, “Design
the system,” they would be disqualified from bidding on the system.

Ms. HIGGINS. Right.

Senator DURBIN. I will tell you—I might as well put it on the
record—that I went all the way up the chain from Director Muller,
Attorney General Ashcroft, Vice President Cheney, to the Presi-
dent, and said I am prepared to put in language to waive the pro-
curement laws. Let us get beyond this, and I will take the heat if
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I am wrong, but we have got to bring in the new system. And I
was stopped by—who would stop me—OMB. OMB stopped me last
Decmeber and said, “No. We want you to follow procruement laws,
and the people at the FBI just do not understand them.”

Now, I am going to give to you the same challenge that I gave
to Mr. Dies. I want to bring you in with OMB and sit down and
go through this again, beacuse time has passed, and we cannot af-
ford anymore delay here. And if this is being caught up in some
red tape and bureaucracy, it is time to put an end to it. We need
to have a modern computer system.

Mr. Chairman, you have been kind to give me extra time, and
I yield back.

Chairman SCHUMER. Great job.

I want to thank you, Ms. Higgins. We have these written ques-
tions, and we hope to now have our Chief Information Officer, as
soon as he is i office, come before us for more questions, and we
are going to keep pursuing this until things get up to snuff.

We thank you.

Ms. HiGGINS. Thank you.

Chairman SCHUMER. I ask unanimous consent that statements of
Senators Hatch and Cantwell be read into the record. Without ob-
jection.

Chairman SCHUMER. The hearing is adjourned.

[Whereupon, at 3:32 p.m., the subcommittee was adjourned.]

[Questions and answers and submissions for the record follow.]
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QUESTIONS AND ANSWERS

U. S, Department of Justice

Office of Legislative Affairs

Offies of the Assisrent Atiorney General ‘Washingron, D.C. 20530

May 5, 2003

The Honorable Orrin G. Hatch
Chairman

Committee on the Judiciary
United States Senate
‘Washington, DC 20510

Dear Mr. Chairman:

Enclosed please find responses to questions posed by Senator Grassley in
connection with a hearing held by the Subcommitiee on Administrative Oversight and
the Courts on July 16, 2002, entitled: “FBI Computers: 1992 Hardware - 2002
Problems.” We regret the delay in responding.

Thank you for your attention to this matter. If we may be of additional assistance,
we trust that you will not hesitate 10 call upon vs.

Sincerely,

S8 wun
Jamnie E. Brown
Acting Assistant Attorney General

Enclosure

c¢: The Honorable Patrick 1. Leahy
Ranking Minority Member

The Honorable Charles E. Grassley
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Question #1: “What issues have facilitated the FBI’s failere to upgrade its technology capabilities
despite its receiving millions of dellars for such?”

The FB] has many large complex systems addressing a marber of requirements supporting our mission,
as mandated by Jaw, Over the last decade, the FBI has made substantial mvestrments in technology for
programs that support statc and local law enforcement agencies, such as the National Crime Information
Center (NCIC) 2000, Integrated Antomated Fingerprint identification System (IAF1S), Combined DNA
Index System (CODIS), and Innocent Images. The investment of the millions of dollars in these systems
has solved crimes and has assisted in apprehending the guilty and exonerating the itmocent. These
systems also inchude the Natjonal Instant Background Check System (NICS) in response to the Brady
Act, developed by the FBI as an unfunded mandate. The development of some of these systems grew in
cost fhrough a varicty of reasons, including Increased or new requirements during their long development
cycles, errors in estimation, and redesign of systems being developed on the cutting edge of technology.

At the same tirre, the FBI's fundamental infrastructure information technology capabilities suffered by
having funding diverted to the other high priority systems. This resulted in operating with an
infrastructere baving no meaningful improvement for a number of years. Also contributing to this lack of
improvement was the deployment of computers to additional users, including joint task forces, Networks
had grown without strategic planning to support short-term critical operations, which became long-term
facilitics. The Trilogy Program goal 3s to provide FBI enployees with some of the mformation
teckmology tools and capabilities that are available for commercial business use today. We plan to
contnue to aintain the cwrrent level of techmology over time.

Question #2a: “When you said the FBI needs ‘high-speed” internet, do you mean cutting-edge
secure technology unparafieled by any other technologies, or do you refer to the common internet
connections available to any private consumer willing to pay the monthly biti?»

Trilogy does not provide high-speed Internet access, and FBI personnel do require the same high-speed
Internet commectivity available to any private consumer, We plan to deliver this capability through a
separate wnclassified network as part of a non-Trilogy program called the Internet Cafe. Trilogy is
mtended to upgrade the internal classified network structure,

The Internet Café cffort Includes $3,620,000 to expand high-speed Internet access to FBI Jocations. The
FBIis required to provide a report to the Comuaittees on Appropriations on the distribution and use of
Internet Cafes by May 1, 2003.

Question #2b: “In regards to the desktop environrent upgradcs, are these upgrades on the cotting
edge of the age, or are you talking about bringing the FBI up to the level the majority of the other
federal agencies was enjoying in 1995?77

The upgrades being provided by Trilogy were the cutting edge of techmology in 2001 when Trilogy was
begun. With the Trilogy upgrade, provisions are being 1rade to keep our deskiop environment current,
with desktops scheduled 1o be replaced on a three year cycle which is an industry standard.

Question #3: “Why does the FBI need 3 years before the Trilogy can be fully implemented? More
importantly, why do you think the American people can wait three years before the FBI will be
ready to protect them from another terrorist threat?
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‘While the irmplementation of Trilogy is important, as it is laying a foundation for future capabilities, the
FB1 s not solely reliant on its corpletion to protect the American people from another terrorist threat.
We will contimue to rely on 0w partnerships with state, local and international law enforcernent 1o assist
us in criminal and national security investigations. There are other systems in existence or development
to support these partnerships. Trilogy will upgrade infrastructure on an ncremental basis, providing
enhanced capabilities throughout its deployment, not only upon completion. These incremental
capabilities will enable agents and analysts to work more effectively as they are deployed.

Question ¥#4: “What preparations have you made to facilitate the proposed transition of the NXpC
to the new Department, while maintaining ifs effectiveness in cyber-security and prevention™

Prior to the official transition of NIPC to the Department of Homeland Security’s (DHS’s) Information
Analysis/Infrastructure Protection (IA/IF) Directorate on March 1%, the FBINIPC assigned personnel 1o
various transition conmmpitees which shaped the new Directorate and plammed for an effective transition of
functions. NIPC provided numerous bricfings, as well as consistency in transition plaming, through
several changes in IA/IP leadership, WIPC also provided persomnel for the pre-March 1 DHS watch, To
facilitate cyber-secnrity and attack prevention, the FBI is currently providing 1T, equipment, personnel,
office space, commmmnications, and admunistrative suppert to former NIPC elements that remain housed at
FB1 Headquarters.

NIPC has already been absorbed in DHS. The FBI continues to provide & wide array of support services
until the DHS 1A/IP leadership is established and the Directorate is fully functional.

Question #5: “Please explain the preparations you are making to ensure that critical intelligence
information can beshared as necessary with the new Departmest. How will the FBIs new
information technology infrastructure facilitate this crucial information sharing?

The Intelligence Counter Terrorisn (CT) conmmunication and cocrdination for homeland security will
primarily be at the all-source Top Secret {T5) Special Compartmented Intelligence (SCT) Jevel.
Interagency commumication for TS/SCI s done using the Joint Worldwide Intelligence Comrnumications
System (JWICS) backbone. Counter Terrorism intelligence inforrnation will be coordinated using CT-
LINK over FWICS. Collaboration will be supported with tools such as Info Work Space (IWS) and
Lotus Sametime over JWICS.

The FBI is replacing its current SCInetwork with anew SCI Local Area Network (LAN), wide-band
comnectivity to JWICS using ICMAC, new Windows 2000-based workstations, and data base/analytical
fools support using the Investigative Data Warehouse (JOW) SCOPE prototype. At this time,
approximately 00 workstations are cormected and on-line.

Capabilities will be continually refined and upgraded using rapid spiral development over the nexs year,
Additional data commmunication capabilities with Homeland Security will be available at the SECRET
level using SIPRNET and at the Unclassificd Sensitive level usimg Virtual Private Networks through Law
Enforcement On-line (LEO) and the Regional Information Sharing Systems (RISS).

Intelligence support for Hormeland Security will be provided through the new FBI Intelligence Office and
will include support from €6 Joint Terrorist Task Forces (JTTF) and the Foreipn Terrorist Tracking Task
Force (FTTTF). JTTF and FTTTF commmunications support will be available through the use of the
Trilogy Wide Area Network for both SECRET and TS/SCI. The Trilogy Transportation Network
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Component/Information Prescntation Cormponent (TNC/IPC) infrastracture has 4 basic components: the
‘Wide Arca Network (WAN), the Local Area Networks (LAN), the Servers, and the hardware/software.
The LAN, Servers, and hardwate/software are all st the SECRET Level. The WAN has enough capacity
to carry multiple channels. By separately encrypting those chammels, the WAN can carry top
seeret/sensitive compartmented information (TS/SCI) over one chanmel and SECRET over another
channel. The WAN was always envisioned as the primary commrunications medium between FBI field
locations and Headquarters for all Jevels of traffic, separated by thelr own encryption. This is fiar more
cost effective than baving separate WANs. It is outside of the scape of Trilogy to provide the LAN,
server, and hardware/software portion of the infrastructure for the TS/SCI support. Therefore, the FBI
provided a TS/SCI LAN separately at FBI headquarters and eventually to the field.

Actual refationships with the Department of Homeland Security are still to be determined based on the
final organization of the DHS Intclligence Office. Specific data exchange methods and protocols will be
worked out with the new Homeland Secwrity agency as soon as is practicable.
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Trilogy Budget
{($ as of 1/31/03)
Trilogy Program Area Orig- | Accel & CT Cur- Funds Fuunds
inal Supple- rent (Committed/ Remain
Plan mental Plan Obligated/
Expended)
TNC/APC 251.7 49,5* 301.2 2825 18.7
(Infrastructure Upgrade)
vac 102.0 20.5% 1225 68.9 53.6
(Investigative
Applications)
PM Support 26.1 - 26.1 23.4 2.7
(Support Contractors &
FEDSIM)
Contractor CSs J— 8.0%* 8.0 0 g0
(Field Suppor)
Total 379.8 78.0 457.8 374.8 83.0

*  Acccleration
¥* CT Suppitmental

*  Acceleration
#* CT Supplemonta)

TOTAL P82



26

SEF-Z26-2003 18:32 OPCA FRONT COFFICE 282 324 6498 P.@7

U. S. Departinent of Justice

Office of Legislative Affairs

Offiee of the Assisiant Attorney Genersl Washington, D.C. 20530

April 15, 2003

The Honorable Orrin G. Hatch
Chairman

Cormmittee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chainman:

Enclosed please find responses to questions posed by Senator Schumer in
connection with a hearing held by the Subcommittee on Administrative Oversight and
the Courts on July 16, 2002, entitled: *“FBI Computers: 1992 Hardware - 2002
Problems.” We regret the delay in responding.

Thank you for your attention to this matter. If we may be of additional assistance,

we trust that you will not hesitate 10 call npon us.

Jamie E. Brown
Acting Assistant Attorney General

Sincerely,

Enclosure

cc: The Honorable Patrick J. Leahy
Ranking Minority Member

The Honorable Charles E. Schumer
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United States Senate Judiciary Committee
Administrative Oversight and the Courts Subcommittee
Follow-Up Questions

1 "1 believe that good information coordination will take the cooperation of management siaff and
technology staff. Often, I think technological staff gets pushed 10 the side as mere adminisirative
personnel when they are much more of a resource. Please describe the step-by-step process you
will 1ake 10 ensure that this coordination takes place.”

Response. The FBI IT organization has attempted to balance management and technology staff resources
for our development efforts. Historically, we have placed technical experts into managemen roles with
the expectation of 1f they can do jy, they can manage it". Assessments from external and internal
oversight organjzations pointed out our need of professional managers to execute IT development efforts.
We incorporaled that recommendation into the management of our IT projects, while closely maintaining
involvement of technology staff. The FBI has also consistently involved the targeted customers of IT
products in their planning and development.

The newly formed Office of the Chief Information Officer (C10) Program Management Office (PMO)
will involve technology staff and customer representatives in the development of IT projects. It also
enables the FBI to move away from independent siovepipe development efforts by separate divisions to
an enterprise strategy for our IT development. In addition, the FB1 is coordinating the development of
new IT initiatives with the Department’s ClO, to ensure that FBI systems are consistent with the
Department’s policies and archilectural standards,

The process the PMO employs to ensure coordination among management staff, technology staff,
customer representalives, and the Department includes the following:

Each JT project to be developed by the PMO is assigned a Project Manager from among its own staff or
from the sponsoring division/organization. The Project Manager brings the requisite management skills
and a degree of the technology specialty to the project. For projects being developed through a contract
with the private sector (the nsual case for a project meeting the criteria for PMO control), a contracting
officer's technica) representative (COTR) is assigned. A COTR has the technology skills and
understanding of contracts to provide contractually binding technical direction to the contracior.

The PMO dedicates systems engineering resources to identify the type/ievel of engineering support
needed on the project. Those engineesing skills are drawn internally from a number of sourees, to
include: experienced support of Jegacy systems where the current project is updating a legacy system;
government support engineering contractors; and specialty engineering from applicable product vendors.
Engineering resources work directly with management personnel on tasks such as development of
requirements documents, design, and testing plans of a contractor. Most IT projects require acceptance
testing. For that, the PMO involves the technology staff in developing independent government testing of
contractor-developed systems,

The PMO employs a communications coordinator, responsible for internal and external communications
for each project assigned to the Office of Projects Management, ensuring a consistent and accurate
message 1o stakeholder, user, and oversight organizations. Communjcations coordinated by the PMO
range from completing standard reports lo oversight entities, 10 attending user meetings of technology
staffers for progress updates and interaction in question and answer sessions, to maintaining an iptranet
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website for the presenmation of project information and invite questions, 10 involving operations
technology and produci customers in requirements, prototype, pilot, and testing activities,

The PMO coordinates with the Security Division 10 ensure the Centification and Accreditation
requirements are built into development schedules and properly monitored throvghout development. In
parallel the planning organization arm of the CIO will work security-engineering issues as part of the
overall systems engineering archilecture and requirements definjdon, development, and test,

The PMO ensures there is planning and execution of the transition from development to operations of the
products and services developed under its contro).

2. '} think it behooves the Government 10 use the private sector as a model when It comes 1o
issuas like technology development. Are you aware of and do you follow indusiry commercial
best practices ay it relates to information sharing, knowledge management, and data mining?
Along these lines, T will be introducing legislation to ereate an advisory board of private
sector groups to analyze and advise the FBI and Congress on the Bureau's progress in
technology development, You expressed your full suppori for such an idea. Can you give me
some guidance on how this group would best for you in terms of what skills and expertise
would be useful 7

Response. Al the FBY we are working to increase our awareness of IT best practices in both the private
sector and other Government agencies. Recent hiring of individuals having private sector experience for
key IT positions within the FBI is a first step toward increasing awareness and acceptance of best
practices. Awareness of best practices and emerging YT research and development is especiaily important
as we start developing our post-Trilogy Vision for an organization-wide IT architecture.

An advisory board that js similar in composition and operation to those established at other agencies, such
as the Defense Science Board and the National Oceanic and Atmospheric Administration Sciznce Board,
could cenainly benefit the FBL. In developing your legislative proposal, you might want o keep in mind
the following:

»  The purpose of an advisory panel should be (2 advise the Director on the research, development,
and application of existing and emerging science and technology advances and knowledge that
can enable the FBI to successfully perform all aspects of our national security, criminal
investipative, and Iaw enforcement assistance missions and our support io the Intelligence
Cornmunity. As such, the advisory pane) should report 10 and be tasked by the Director.

»  The panel should be structured so as to provide advice on a varety of topics and areas of interest
on a continuing basis so that periodic checks can be made of multi-year IT investments by a core
group of advisors, A singie-focus, term-limited pane! does not offer continuity in advice and
perspective.

»  The efforts of the panel should be focused on the pressing and complex technology problems and
challenges facing the FBL. The pane) should not edvise on individual procurements, but rather
concern itself with more strategic issues and on suggesting and assessing organizational sirategies
for acquiring and applying technology.

*  Advisory panel members should be selected by and serve at the pleasure of the Director.
Sejections should be based upon preeminence in the fields of science and technology and/or
accomplishment in the application of science and technology in the areas of national security and
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Jaw enforcement. Technology would encompass a wide range of disciplines, such as electrical
and electronic engineering; information management, exploitation, and analysis; security and
information assurapce; knowledge management; physics; and telecommunications,

+  Panel members must be willing to consent to obtaining necessary security clearances.

An advisory panel should be provided necessary administrative, Jogistical, financial, security,
and related support by an excoutive staff of FBI employess.

3. "Have you considered performance based, managed services oursourcing including
technology insertion capabilities as an effective, cost predictable way to provide
suppori 10 the Bureau? If so, what funcrions would you consider as good candidares
to be owrsourced? What is your plan and when do you expect 10 begin ouisourcing?
How will you transition from Trilogy to outsourced managed services?”

Response. Outsourcing has been considered, when it is appropriate, during all stages of our IT
acquisition. For example, the current Trilogy development contracts were awarded as the result of a
conscious decision 1o outsource the effort rather than attempt 1o perform it with FBI resources.

We are planning to outsource, using a performance-based, managed services approach, the technology
refreshment program (TRP), which will replace Trilogy network and workstation hardware, network data
storage, server hardware, and embedded software on a periodic basis to prevent system performance
degradation and rising operations and maintenance cost due to obsolescence. The TRP also will
incorporate new technology as it becomes available in the private sector and will study emerging
technology to evajuate potential uses and benefits. Trilogy's TRP plans on refreshing the FBITT
infrastructurs at intervals starting in FY 2004 include: 1) Servers after two years, then on a three-year
cycle, 2) Work Stations and Enterprise Operations Center hardware on a three-year cycle, and 3) Network
equipment on a four-year cycle, We will also evaluate ways 1o better anticipate our resource needs. The
FB1 has not yet commitied to a TRP for investigative applications; however, that will be accomplished as
part of a future upgrade, and will have a counter-terrorism and counter-intelligence focus. In essence, a
viable infrastructure technology refreshment plan is essential lo maintain the benefits of the Trilogy
investment, the efficiency and capabiliies of FBI investigative support systems, and to better plan and
budget for out year expenditures.

Operation and maintenance of the Trilogy system is another area that will be considered for performance-
based, managed services outsourcing after development is complete. Initially, the development contractor
will do the operation and maintenance of Trilogy until the proper approach and vehicle is studied and the
appropriate planning is complete. 'We have already taken the injtiative to supplement the FBI Information
Technology Specialists (ITS) with industry technical expertise to support them in the time of transition to
Trilogy. This industry support will permit the FBI ITS ta gain particular knowledge that is available from
industry sources.

4. "As you know, the FBI has a mixed history when it comes 10 spending its appropriations
wisely when it comes to technological investmeris. David Walker, the Comprroller General,
recerly expressed concern that the FBI has not developed wrinten policies requiring I'f
investments to comply with the Bureau's broad strazegic plan. Why have those policies not
been written and what assurances can you give us that the Trilogy Program will not suffer
Srom the same lack of comprehensive planning that has undermined previous attempis 1o
upgrade the Bureau's computer system?"
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Response. It is important to keep in mind that Trilogy is not a comprehensive plan (o upgrade the FBT's
‘compter system’. Trilogy i just one piece. Trilogy is not 2]l of the FBI's investigative and intelligence
applications, nor is it al} of the administrative and business applications, records gewnent, data
warehousing, collaboration, or the FBY's security solution.

The written policies of IT investrment management ate those set in place through the guidance of the
Office of Management and Budget (OMB), the General Accounting Office (GAQ), nd the Deparyment of
Justice. In sccord with the Department’s policy, the FBI's Office of the CIO plans to use the Information
Technology Investment Management (ITIM) process in the management of all of the FBI's IT
investments. We are currently implementing ITIM and are well on the way to having a fully functioning
process.

The CIO will manage the planning, development, and operations of FBI IT investments. With those three
dimensions of IT centrally attended to, the propagation of standalone, stovepipe systems should cease. In
addition, the FBI will coordinate with, and regont 10, the Department’s CIO throughout the life cycle of
major FBIIT investments, such as Triogy. The Department’s CIO will confirm that FBI systems are
being managed properly and are consistent with the Deparunent's swrategic goals and the Depantment’s
enterprise architecture. The Enterprise Architecture will serve as the basis for planning and evalnation of
proposed 1T initiatives. Reporting within the ITIM process goes through the Director, which gives IT
investments more visibikity and focus than they may have bad in the past. The various boards of the XTIM
process, the Executive Review Board, the Project Oversight Comumittee, snd the Technical Review Board,
Jook at all of the IT investments in the FBI's “pontfolio” and strategize the big picture (their potential
TEIOMM On Invesument).

5. “The FBI hay requested an additional $48 million for its FY"03 Informaiion Management
A ien, and Tele ications funding which includes Trilogy programs. To help
Congress decide on the appropriaieness of this finding reguest, it would be helpfud 10 know
how you intend 10 measure the effectiveness of Trilogy.”

Response. The Trilogy Program office has established 3 “Balanced Scorecard Metrics Report”, in
accordance with the Clinger-Cohen Act, tomeasure the initial effectiveness of Trilogy. This report is
published monthly for use by Trilogy management to evaluate the success of the program and to refocus
attention on areas that require greater concentration.

The effectiveness of Trilogy, through the metrics selected, is viewed from four perspectives: Customer,
Internal, Growth, and Financial,

The Customer Perspective measures three factors:

Service Leve] Agreements, which evaluate, through the nimber of trouble tickets processed, the time

it takes for corrective service, and the areas of the system affected.

Field Office Input, which is an apnpual survey of life and issues of systems and programs from the

customers in the FBY's field offices. Its focus is not exchusively Trilogy, but Tritogy matters and IT

needs are included in the feedback comments, and

3) End-User Participation, providing data on the Jeve] of customer interaction during requirements
development, training, user conferences, etc.

1

&

2

The Internal Perspective measures three factors:
1) Schedule Performance during Trilogy development
2) Deployment Problem Correction, which addresses corrections after full-site capability is installed,
and |
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3} Help Desk efficiency. which is serving a triage function during Tritogy developrnent, Fast Track
deployed deskiops and peripherals, which the contractor is maintaining before Full Site Capability.
Therefore, Help Desk calls are directed to inlerna] (Jegacy system related) and contractor (Trilogy
related) resovrces. Calling volume is measured, as well as time to respond and repair.

The Growth Perspective also measures three factors:

1) Casework efficiency, a basis for which was established using data ffom F¥s 1999, 2000, and 2001,
This will continue until Trilogy is fully fonctional and then serve as the baseline 10 measure the
differences brought about with the use of the better tools of Trilogy. The number of investigative
hours used to ¢lose cases will serve as the indicater,

2) Investigative Successes, which is a “soft” metric, depending on such Jnputs as news repornts, reports
to the Director during visits to field locations, ete., and

3) Training Timeliness, Participation, and Quality, which analyzes the effectiveness of training.

Finally, the Fingncial Perspective measures two factors:
1) Budget Performance, which monitors the funding and spend plan, and
Earned Value Management, which although a well-defined process, has Tacked sufficiently hard data
at this juncture to be truly effective because of the pending Engineering Change Proposals for
TRCPC (Dyncorp) and UAC (SAIC) not yet under contract.

A "Metrics Reporting relative to Deployment Milestones™ chart is maintained to show how the program
has performed. An example of the chart that was included in the July report is attached.

8. “What changes in efficiency and communication have you seen since the installation of the
Trilogy architecture at your 56 Field Office lovarions? Whar problems have you encountered,
what have you done 10 fix them, and what potenticd problems do you foresee?”

Response. The workswations and peripherals of Trilogy have besn installed at the 56 Field Office
locations. The servers and networks have not been installed.  The changes in efficiency and
comumunications thus far are those that are 2 consequence of upgraded local equipment. Communications
networks will be upgraded with Fu)l Site Capability.

Even with the mix of Trilogy and legacy system components in the field offices, wouble calls are going w
acommon HELP DESK. There, a “niage"” process assigns the action to investigate and correct 2 problem
to either a legacy system established resource or  development contractor resource, as appropriate, The
problems encountered with Trilogy-related equipment and service fall into the normal range of trouble
calls for newly installed equipment. Response time 1o affect Trilogy related repairs or replacements have
been a.bit Ionger than desired, because this process-was not immnediately in place. Since putting the
response process in place, improvermnent in response time has occurred. At this time, the foreseen
problems are those in the normal range for the installation and initiation of a new system. To mitigate the
potential for serious problems, Trilogy management is planning a pilot of operations, where
sepresentative sites of each of Trilogy's hierarchical network sichitecture will be ‘turmed on' and tested
before Ml of Trilogy goes into operations.

7. *Could you describe how an individual field office deals with glitches in the new Trilogy sysiem?
Deoes each office have a technology staffer who can assess the problems and act independently to
Sfix #t? Or do they have ro conswuli with headquariers? Please describe the process each field office
undergoes o address technical problems and solutions.”

Response: There is no “Trilogy” techuology staffer in 2ny Field Office. Following wraining, FBI
technical staff will be accessible by phone as outfined below. We have also been training field technical

tn
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specialists 1o develop a knowledge base from which 1o operate and maintain Trilogy in preparation for
deployment.

There are two phases of Trilogy deployment, “Fast Track” and Full Site Capability. During “Fast Track™
a fleld office customer experiencing potential “glitches” first conacts his/her Joca! field office
Information Technology Specialist {ITS) or Elecironic Technician (BT) to verify that the problem is
related to Trilogy components. If that is the case and if resolution is cutside their capacity 1o Yesolve, the
FBI Service Support Center (SSC) Help Desk is contacted. A ticket is logged into the “Trilogy” ticket
category, as opposed 1o 2 Jegacy system category, Two members of the Enterprise Operatons Center
{EOC) staff review the Trilogy tickets and then contact the customer 1o resolve. If resolution s st} not
possible, the ticket is assigned o the DynCorp Help Desk Mamager 1o gscalate for resolution by a
contractor o FBI engineer or provide maintenance replacement for the defective component.

At Full Site Capability (FSC) an Enterprise Operations Center (ECC) wijl be operational. There will be
two EOC locations, one at Headquarters and the other &t Fort Monmouth, The EOC will conduct a Site
Acceptance upon completion of the FSC deployment office by office as scheduled.  From that point
forward the FSC field office customers will contact the EOC for problem resolution. The field office ITS
and ET will contact the EOC for technical assistance jf needed.

& “How does the FBI intend 1o resolve complex security clearance problems in developing the
interagency links necessary for sffective information sharing? The CIA, for example, operates ar
the security level for Top Secret-Sensivive Comparimented Information (T5-SCI) and will not
share {ts most sensitive information on line with other agencies unless they maintain that level.
The same is true of the most sensitive elecironic communications intercepts from the National
Security agercy, which also requires security at the TS-SCH level. Does the FBI need 1o establish
two information systems, one of the Secret Level for ol Special Agents and many support staff,
and another af the TS-SCI level for those needing the most sensitive CIA and NSA data to work
together effectively? 1s Trilogy limited o information exchange berween agencies ai the Secret
level, and if 30, doesn't that dromatically reduce the ability 1o share Righly senyitive information?
Whar possibilities has the FBI discussed 10 address these securiry clearance problems?”

Response: The purpose of Trilogy is not to provide direct information exchange with other agencies, but
to upgrade the FBI's internal PC infrastructure and networks, and 1o develop the vinmal case file. By
extension, Trilogy will provide connectivity via various task forces.

The FBI has established three information systems to address mission needs for sharing informatjon.
These systems are at the Sensitive But Unclassified, Seeret Collateral, and TS-SCllevels. Trilogy, the
Secret system, meets 2 majority of FBUs internal rission needs. The TS/SCI system helps with the FBI's
new mission in preventing terrorism by facilitating the exchange TS/SCT information with the Intelligence
Community. This connectivity further enhances FBY's intelligence analysts’ collaboration cepabilities.
Infrastructure savings will be realized by taking advantage of a CIA approved switch which will allow
analysts to work on the TS/SCI network while using the same monitor, keyboard, and mouse for thew
separate Secret and TS/SCI Central Processing Units (CPUs). Further, TS/SCY information exchanged
with the field will use Trifogy's wide-area network (WAN) through tunneling encryption WAN.

The Security Division (SD) has been intimately involved in all security aspects of these systems. All
users of the TS/SCT information will possess a Top Secret clearance in good standing with the U.S.
Government. Only those personnel with a need-l0-know will be given access to TS/SCI information.
Further, ali vsers and systems administratars will be sebject 10 2 Counterimelligence-focused polygraph.



33

SEP~26-20083 18:33 OPCA FRONT OFFICE 282 324 6492 P.14
9. "Who will be in charge of the proposed Qffice of Programs? Who will they report to, and how
will it be fanded?”

Response. FBI Director Mueller established the Office of Projects Management. The Office of Projects
Management is chartered to manage the FBI's projects of high value, complexity, priority, and risk during
their development life cycle. The Office of Projects Management shall be led by the FBI Project
Management Executive, Ms, Cheryl Z. Higgins, who will report directly to the FB1 Chief Information
Officer for IT projects and to the Director’s designee for non-IT prajects. Various funding approaches
and sources are being evaluated for this office.

This office will develop, manage, and deploy high-priority, complex and high-risk projects of high dollar
valeg, to successfully suppon the FBI's operational mission. The office will have a staff of subject matter
experts in key program management functions, matrixed to development project managers. These project
managers will be “"loaned” from thair sponsoring divisions ro the Office of Projects Management during
the development of the project, from the concept phase unti] the project 3s ready to be transitioned (o
operations.

In addition, the Office of Projects Management will be charged with using repeatable processes for these
efforts; in other words, we will implemment a business approach o our large acquisition efforts, by
instituting core program management disciplines from a project’s concept phase unti! it is transitioned to
operations and maintenance. We will train ¢ skilled corps of FBI PM subject matter experts, and advise
the FBI Director on program management and acquisition planning-related organizatonal issues,
proposals, and strategies,

Finally, the Office of Projects Management, along with the FBI's CIO, will coordinate the FBI's major IT
projects with the Department’s CIO 1o ensure that the FBY's IT invesunents are consistent with the
Department's IT investments, architecture, and security policies and the Department’s CIQ satisfied that
FBIIT projects are being managed appropriately,

10, “You said in your testimony that the FBI is experiencing problems because of owrdared
technology. Can you explain how the FBI got so far behind rechnologically? Whers did the
FBI's current case management software originate and why was it not upgraded regularly? A
1992 Investigative Report from the Howse Judiciary Committee indicates the FBI may have
misappropriated ity case management software from the INSLAW Company and it has been
suggested 1o me that the Bureau could not obtain standard periodic software updates from the
vendor of its case management software becuuse of that misappropriation, Is this the case?”

Response: Until recently, the FBT has had little suceess in planning its infrastructure upgrades, Past
executive leadership in the FBI was not focused on the importance of "planned obsolescence” of the FBY's
networks, deskiops, and Investigative applications, When we finally did "get the message,” the FY 1899
and FY 2000 Conference Reports direcied the FBI to expend no funds, including base resources, on the
FBI's technology upgrade program until Congress granted approval.

The FBI's current case management sofiware, the Automated Case Suppont Systern (ACS), was designed
and developed by the FBI using a combination of FBI computer support specialists and contract computer
professionals. Using an iterative approach to system design, the FBI solicited requirements from its
investigative and professional soppont staffs and derived software specifications. The ACS was
developed using Software AG's ADABAS database management system and NATURAL programming
Tanguage in the early 19905 and implemented FBI-wide in October of 1995. This system js still in use
today and is updated 1o the extent permitted by available funding — al regular intervals, Limited upgrades
and improvements have been made to ACS since 1996, ACS has implemented four releases per year

s |
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containing design and interface improvements. At the time of ACS’s implementation within the Bureay,
there were a widc variety of computer hardware platforms in use. The FBI had deskicp computers that
ranged from 286 processor machines to early Pentivmn processors. This required that ACS be designed 1o
sccommodate the range of computers in use.

In the 1980s, representatives from the FB1 visited the Executive Office of the US Attomeys (EOUSA) ©
see a demonstration of the INSLAW case managernent system. At that time the FB1 realized that the
system was not robust enough for the FB, nor did it contain sufficient functionality. Therefore, FBI
never implemented INSLAW s case management software.

Recognized independent expents in the computer field wese rerained by the DOJ to determine if any
validity could be found in INSLAW’s claims as represented in the 1992 Houose Judiciary Commmitiee
report. In every case, during every review, the experts agreed that the FBI never used, nor implemenied
any software designed or developed by INSLAW. The experts also determined there was no similarity
between the FBI's Fisld Office Case Management System (FOIMS), the precursor 10 ACS, and inuse in
the FBI between 1986 and 1995, and INSLAW s system. The FB] never obtained any code from

INSL AW, nor did it ever artempt 1o appropriate fands to purchase said code from INSLAW,

11, “Earlier this year, Judge Websiar and a group of other experts issued a report on the Hanssen
espionage case that was very critical of how the Bureau safeguards information of is
headquarters. In fact, the Webster Commission report expressed alarm that the Trilogy upgrade
lacks key security enhancements necessary to avoid another espionage disaster. Specifically, the
Commission reported that critical security measures aren’t included in the Trilogy Frogram and
will have 1o be integrated inio the infrasiructure later, g significarsly more costly and less
effective approach. Can you tell us what the Bureau has learned from the Hanssen case
regarding its information systems and how is thot knowledge being implemented as you redesign
the FBI computer system?™

Response: The Webster Commission’s assessment that Trilogy Tacks full security integration is correct.
However, program planning is underway for the deployment of enterprise security solutions by the
Information Assurance (14) Program. The FBI's 1A Program js working in close colleboration with
Trilogy to ensure that lifecycle security solutions are deployed 10 meet enterprise~-wide needs and
miligate the security breech/violation caught by the Hanssen case. These enterprise security solutions
will be managed and monitored by the IA Program's Enterprise Security Operations Center (ESOC). Itis
the 1A Program’s goal 1o ensure Bifecycle security is practiced for all new systems and is exploring
opportunities to integrate these solutions into the FBT's legacy systemns.

i2. "If you were given a mandate 1o cul six months off the current timetable for full completion of
Trilegy, whar changes would you make and what additional resources would you need? Given
unlimited resources, could you cut 12 months off the timeline?*”

Response. The FBI would not be able to cut six months off our cusrent timetable and deliver the
complete Trilogy infrastructure and applications functionality 1o our users in the field. A political
mandate Lo reduce the schedule by welve or six months, regardless of unlimited resources, would be
difficult 1o achieve, and would produce questionable results. Schedule reduction would require scope
reduction, rendering the product nearly useless,

A ye-plan at this time would cavse disruption and cost us precious time and money. We would need to
balance this impact against any potential schedule savings. To reduce the schedule by twelve months,
given unlimited resources, would be even less atractive, measured by retum on investment in doblars or
agents functionality. More specifically, from the infrastructure side, the TNC/IPC Full site Capability is
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currently planned for completion in March 2003, 1o allow the time to test and deploy 2 secure, operational
system.

For development of investigative applications, the User Application Component (UAC), 16 months
remain until completion of the initial Virtal Case File (VCF) capability. The User Application
development is planned in two increments. The initial VCF release will migrate data from the current
Autornzted Case Support (ACS) and IntelPlus to the VCF. VCF Release One has a targeted
completion date of December 2003. This release will allow different types of vsers, such as agents,
analysts, and supervisors, 1 aceess information from a "dashboard” that is specific to their individual
needs. This VCF release will also enhance our capability to set and irack case leads, index case
information, and move document drafis more quickly through the approval process, with digital
signatures.

The second release will migrate the Criminal Law Enforcement Application (CLEA), Integrated
Intelligence Information Application (JIIA), and Telephone Application (TA) into the VCF. VCF
Release Two has a targeted completion date estimated for fune 2004, It will provide Audio/Video
Streaming capability and provide our agents with "content management” capability. This will help
thern access information from our data warehouse, regardless of where in the system the information
was entered. In order to field this system we have 1o be at a point where we can tumn the old system
off 50 that agents do not have 10 use Iwo case mansgement sysiems.

In order to turn the old system off, we have to convert complex, proprietary databases to modem ones
and engineer hundreds of computer interfaces that feed the FBI from outside systems and vice versa,

as well as create the software that serves our newly overhavled workflow and processes. To reduce

the current timetable by six months, to ten months, we would be forced to irade schedule for a reduction
in scope to shorten the critical path for VCF. The primary activities alorg the critical path are software
inlegration and development; the external interfaces are security sngineering, user and functional testing,
data migration and agent training. The developmenvintegrstion activity is the major element that drives
the time required for the rest of the program

To shorten the development and integration duration, we would need 1o defer significant portions of the
functionality needed by the agent community and planned for VCF including features that are provided
by the current systems we are replacing. We would also need to defer planned interfaces with systems
internal and external to the FBL These changes would measurably impact VCF usability and ability o
handie cases from "open to shut." FBI agents would be required to rely on paper-based operations to
augment the antomated case management system. Special Agenls and suppont personnel would also be
required to manually search other systems to look for case relevant information.

13, “The Trilogy Program is a critical part of upgrading the FBI's information technology capacity
but it's enly a first step. In his testimony before this committee last year, Bob Dies, the former
Assistant Director in charge of the FBI's Information Resources Division, stated that Trilogy, by
frself, will not give the FBI a state-of-the art information system. Specifically he emphasized the
need to provide better communication with other low enforcement agencies. When Trilogy is
complete, will is allow the FB to share viral data with other law enforcement offices? How will
informarion that the FBI receives from state and local governments be incorporated into Trilogy
or gther FBI databases? If the Trilogy Program does not address interagency communication,
who in the FBI is responsible for such information exchange and what are they doing 10 ensure
the necessary systems are put in place? Please describe the policymaking procedures for how
you will allow Trilogy access to other agencies within the Deparmment of Justice and with other
outside federal agencies? How will the new Department of Homeland Security, under the
President's proposal, be involved in this process?”
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Response: Trilogy establishes a baseline of cornmon PCs and investigative applications for agents and
analysts so thal the FBI ¢an share intelligence internally. Building on this foundation, the next step is 1o
enhance our information sharing capability with the Department of Justice and outside agencies within the
Imelligence Community.

Consistent with the sirategic goals of the Anomey General and the Department’s enterprise architecture
standards, we are selting the enterprise archilecture standard for the FBI that will allow us, in the futre,
10 share information with other agencies, including state and local Jaw enforcement. Also, the FBIis
participating in other Department efforts 1o improve information sharing.

‘We cannot completely answer the Jast part of this question, independent of other relevant agencies,
Concerning the involvement of Department of Homeland Security, it will be necessary for all of the C10s
of the relevant investigative and intelligence agencies to determine how we will collaborate (e.g., have
one large detabase which all users populate and access, OR have 3 cenral watch center where each
agency is represented and each has its own database). However, we are working closely with the CIA and
the Department of Homeland Security 1o implement the President’s recently announced TTIC.

4. “There will be significant new burdens placed on the IAFIS due to Homeland Security
considerations, yet the JAFIS Technology Refreshmeni Prograrm was designed prior to the events
of Seprember 11th. The technology refreshment program, which is already moving forward
aggressively, calls for the upgrading of hardware with minimal changes to sofiware, rather than
an upgrading of the entire system including kardware and sofoware. Software has been
developed in the six years since the core IAFIS algorithms were installed 1har could reduce the
hardware reguirements and increase the procesving capabilities of the IAFIS. Why is there no
apparent consideration given ro modifying the underlying software technology as part of this
refreshment program?”

Response. The FB1 Criminal Justice Information Services (CYIS) Division's Technology Refreshment
Program (TRP) represents a road map of necessary system modifications that will reduce the risk
associated with the CJ1S Division’s ability to continue to provide ¢ritical Jaw enforcement ahd civil
services. The TRP plan is a living document that will evolve as system specifications change, as
technology upgrades are implemented, and as new technologies evolve. The TRP plan js updated every
year and each annual version represents a five-year plan for technical refreshment initiatives. The next
update is due before the end of 2002,

Significant consideration has been given to software modifications within the TRP. Specifically, within
the TRP plan the FBI has outlined a comprehensive strategy that first requires an in-depth analysis of the
necessary system modifications. These comprehensive studiés wil) address not only the need to upgrade
the hardwars, but wil) also address the need to upgrade/modify the 1AFIS sofiware. Since
implementation of IAFIS, numercus software modifications have been installed and have resulted in
increased system performance. For instance, improvements have been made to the accuracy of automated
fingerprint searching techriques that have improved the productivity of workforce components by as
much as 30 percent. These efforts will continue as the FBI strives to improve services. Recently, the FBI
completed a target architecture study for the System of Systems with an incremental implementation
strategy. In Septesnber 2002, the FBI also completed a study of how to improve the efficiency and
effectiveness of the name check software used for the Interstate Identification Index and the National
Instant Criminal Background Check System. These efforts exemplify the FBI's commitment to
continually evaluate emerging hardware and software technologies.

10
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75 “The Border Securiry Act requires that by October 26, 2004, 1ravel documents must be secured
using biomerric identifiers. The USA PATRIOT Act requires thas the biometric measure idenvifier
be capable of conducting background checks. Fingerprints are the only biomerric that has an
established background check capabiliry. This means that fingerprints must be wsed on travel
documents, and that the FBI must be responsible for handling the increased background check
volume for foreign travelers. Do your current Technology Refreshment Program plans for the
JAFIS include handling this increased volume?™

Response. The current TRP plan does not specifically address the expected increase in demand that ean
be anticipated by newly passed legislation such as the Border Security Act and the USA Patriot Act. As
mentioned previously, the TRP plan is a living document thet must be revised continually to address
change. In many cases this change results from improvements in technology. In other cases,
programmatic changes are made necessary by exiernal factors, such as September 11th and resultant
Jegislation, such as the USA Parriot Act and Border Security Act. These unanticipated needs werg not
addressed in the most recent version of the TRP plan as its framework was in place prior to September
11th, Within the TRP plan, the FBI has addressed an expected growth in workload for the LAFIS over the
next five years. The 1AFIS, as deliversd, had & processing capacity requirement for 62,500 fingerprints
per day. With the improvements that have been made since delivery, the FBI has achieved a peak of over
81,000 fingerprints processed in one day and system capacity is now projected at 82,000. On average,
JAFIS processes 47,000 fingerprints per day. Given the projecied capacity and current demand for
service, some growth is possible without resorting to major system redevelopment. 1t is noted that both
criminal and civil fingerprint service requests have grown gach year since IAFIS became operational.

As requirements grow, such as the anticipated increased workload and the reguired respornse times for the
Border Securily Act and the USA Pauiot Act, and a5 the roles and responsibilities of the agencies
involved become more clear, such as whetber the biometric identifier (Bngerprints, facial recognition, s
scan, etc.) of the traveler will be searched against the JAFIS or some other agencies” databases for
verification purpeses, the FBJ, in coordination with these agencies, will aggressively pursue the personnel
and non-personnel resources necessary to accommodate these new reguirements.

76 "Civil identificarion systerns using flat prints are in place around the globe, and are designed to
provide response times for identifications in fewer thar ten seconds, including any delays from
the quewe, This Is the type of system needed to process the visitors crossing our borders. Car the
FBI commit 1o interoperability with such a system run by the INS or Homeland Security? What s
the FBI doing 10 address the apparent compatibility problem with our current system and who {s
responsible for establishing the standardized daia protocol necessary for sharing information like
fingerprints or other biometric data?”

Response. Yes, the FBT would suggest that the NS, Homeland Sectrity Agency or any other agency
with a criminal and/or civil identification. mandate contact the FBI s soon as practicable 10 ensure their
identification system is developed wsing standards established by the FBI, in concert with the American
National Standards Institate (ANST)/National Institete of Standards and Technology (NIST), during the
development of the IAFIS. These standards include the ANSIYNIST American National Standard for
Information Systems - Data Format for the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo
Information, Electronic Fingerprint Transmission Specifications for the exchange of data with the FBI,
Image Quality Standards, Image Compression Standards, eic. The FBI bas been working with NIST 1o
establish standards for fingerprint and data exchange for many years. NIST is also currently performing
studies relative to the use of flat fingerprint technology for the FBI. In addition, the FBI is currently
exploring the viability of searching fat fingerprints against a large national file, such as that contained in
the JAFIS. This effort is intended to determine the impact on search reliability and processing
requirements. By developing new identification systems using the stapdards established by the FBI

11
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during the development of the TAFIS, compatibility concems should be diminished. Greater concems o
the FBI are detajled in the response 1o question #15 above, such as system processing requirements and
necessary response limes.

17. "The current IAFIS loses 40% of its accuracy when processing flat fingerprinis as compared ro
traditional rolled fingerprints. Most civil fingerprint sysiems around the world will use flat
prints. New sofrware can handle flat prints and rolled prinis without this loss of accuracy, Is the
FBI considering this flat print processing capability in &ts current IAFIS refreshmem program?
When does the FBI expect 10 update i1s system to address this essential capabilicy?”

Response: The FBI has already rade changes to the 1AFIS 10 accommodate the searching of flat
fingerprins against the IAFIS database of rolled impressions for civil identification purposes. For
example, the state of Ohio uses the “WebCheck"” 1o conduct criminal background checks for employment,
Jicensing and other non-criminal justice purposes using flat fingerprint impressions. The Ohio Bureau of
Criminal Identification and Investigation will begin submitting civil applicant fingerprint submissions lo
IAFIS via a pilot project in October 2002, This pilot, along with other on-going studies currently being
performed in this arena, will help establish the open national standards, which can be used to expand the
Ohio pilot concept into a national infrastructure for ¢ivi] applicant background checks. These studies will
also be used to make additional changes to the IAFIS 10 improve the flat fingerprint capabilities of IAFIS,

1t should be noted that the flat print systems notedin the above guestion are used almost exclusively for
verification purposes only, rather than for identification purposes. It should also be noted that the
“Webcheck” program is limited to non-cyiminal justice purposes. The FBI strongly assents that only
rolled fingerprints will be maintained within the existing criminal data file. Rolled fingerprints provide
additional detalls that have proven 10 be extremely valuable in the identification of fragmentary prims left
at crime scenes. For example, the average usable area of a flat fingerprint is about 40% of the usable area
of a rolled fingerprint, and Jatent examners rely heavily on a full rolled image for successful casework.
Withowt rolled fingerprints in the datzbase, many erime scene prints would likely not be identified and s
very vajuable Jatent foremsic criminal database search capability provided by the IAFIS would be
significantly compromised. Additionally, the more arez of 3 print available, the more minutise can be
extracted by the automated system, thus providing more accuracy.

18 “As standard practice, countries around the world run separate law enforcement and civil
idenzificarion systems. Mexico, for instance, maintains a criminal fingerprint database and is
building a separare civil darabase for blometric passports, voter regisirations cards, and
consulate 1D cards. Closer to home, New York Stare maintains an AFIS for criminals, and a
separate civil fingerprint system run By the Office of Temporary and Disability Assisianee
{OTDA) for positively identifying public assistance recipients who are not criminals. The
separmtion protects the privacy rights of law-abiding individuals and encourages ther to
participaie in the program. If directed by Congress, would the current FBI JAFIS system be
interoperable with @ newly created civil identification system run by another federal agency (i.e.
Depariment of Homeland Security)?”

Response: Yes, baring any Jegal restrictions in providing the other Federal agency with the requested
data. Asmentioned in the response to question #16. the FBI would suggest that apy agency with 2
crirninal and/or civil identification mandate contact the FBI as soon as practicable 10 ensure their
identification system is developed using standards established by the FB, in concent with the
ANSUNIST, during the development of the IAFIS. As mentioned above, these standards include the
ANSUYNIST American National Standard for Information Systems - Data Format for the Interchange of
Fingerprint, Facial, & Scar Mark & Tattoo Information, Electronic Fingerprint Transmission
Specifications for the exchange of data with the FBI, Image Quality Standards, Image Compression



39

SEP-26-2003  18:34 OPCA FRONT OFFICE 202 324 6450 [N=]

Standards, etc. This will ensure that any newly created identification system will be interoperable to the
FBI's IAFIS.

19. “How does the FBI's Enterprise Architecture compare 10 OMB Enterprise Architeciure
requirements? Asswming that the Trilogy Program may eventually provide an upgraded
infrastructure what is your plan to maintain a “state of the market” infrastructure?”

Response: Trilogy is not intended to upgrade the FBI's entire Enterprise Architecture (EA). The EAis a
bureaw wide plan. It addresses more than the Trilogy program.

The FBIs EA is being developed using goidance based on the Federal Enterprise Architecture Framework
and the Chief Information Officer (C10) Council's document, "A practical Guide 1o Federa] Enterprise
Architecture.” FBIEA is also being coordinated with the EA for the Department of Justice, which is
being developed by the Department's C1O. Representatives of FBI's EA team participate in the CIO
Couneil's commitiees and subcommittees that are aciive in the development and dissemination of plans
for enhancements to the Federal EA Effort. All of these activities involve conformance to guidance from
the Department, OMB, and GAO. The Enterprise Architecture is a plan that requires implementation to
achieve the expecied benefits.

The EA processes implement the plan, For example, the review of information techuology projects for
echnical, project, security, and financial risk by a commitiee with representatives across the Bureau is
currently an EA process that was piloted in FYQ2. This EA effort is being performed in an iterative or
"Spiral” approach. Even though the EA is stil} being developed the pilot has provided significant insight
into the challenges and essential el needed in both the EA and its processes. The EA process,
which was piloted, has become a standard process in the FBL. However, there is additional work that
must be completed to be in compliance at maturity Jevel four. The EA team, based on the evaluation
done by the DOJ IG, will have completed requirements for maturity Jeve] three upon approval by the CIO
of the updated charter of the Enterprise Architecture Technology Committee (EATC).

Recent changes in the recommended approaches to the EA framework and the added focus on E-
Government initjstives and component architectures are being addressed at the FBYL. The EA team and a
Bureau-wide EA committee (EATC) in suppont of the Information Technology Investment Management
(ITIM) reviews all information technology projects for compliance with the EA, technical reference
model, and the available COTS products. The CIO is providing guidance that will enhance the EA effont,
Senior management at FBI and the Department of Justice CIO reinforce the importance of EA and
compliance with GMB Enterprise architecture requiremnents, The Trilogy program 15 a significant
program, but the EA effort is more comprehensive in that it addresses all IT projects.

The information resources management staff is addressing the need to maintain a “state of the market.”
This goal requires a coordinated effort, which is Jed by the CIO, executed by the Enterprise Archilecture
Staff, Enterprise Architecture Technology Committee (EATC), Agent User Committes, and the
Investment Technology Management (TTIV) Staff. The Epterprise Architecture Staff through 2 formal
process will be requesting the FBI Divisions, Agent User Committee, Chief Scientist, and EATC t0
submit with their Impact statements, requirements that are not or will not be met with the current
infrastructure.

Additionaily, the EA team will perform a technology study that includes "state of the market"
infrastructure, The technology study is used to suppl the technical ref e model], which includes

the Trilogy standards and an annvally updated section on current infrastructure products. The analysis of
the information provided by the different groups is reviewed by the EATC. The EATC, which s chaired

i3
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by the Chief Architect, identifies infrastructure requirements that must be met to perform the mission.
The analysis is forwarded to the CIO, who decides what organizational element submits the necessary
documentation for review by the ITIM process to obtain funding for the enhancement. This process is

current]y being developed and implemented by the CIO staff 1o ensure that the FB] maintains a state of
the market infrastructure.

14
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Hearing on
“FBI Computers: 1992 Hardware - 2002 Problems"
July 16, 2002

Mr. Chairman, since the September 11 terrorist attacks, the law enforcement community
has been the subject of an intense level of scrutiny, to determine, first, whether everything
possible was done to prevent the attacks, and second, what, if any, reforms can now be made to
increase the capability of law enforcement to prevent such attacks in the future. This analysisisa
healthy process, and one that has been welcomed by virtually all of our law enforcement
agencies. A significant focus of this analysis has been on the documented problems and
deficiencies of the Federal Bureau of Investigation’s (FBI} computer systems. Today’s hearing is
being held to assess the recent progress that the FBI has made in solving these problems.
Specifically, we will hear about the Trilogy program which will provide the FBI offices with
improved network communications and the technological foundation upon which a state-of-the-
art system can be built.

Ibelieve the Justice Department and the FBI have moved in a thoughiful, measured
fashion to improve the capacity of our law enforcement institutions to detect and prevent terrorist
activity, Director Mueller has done an excellent job addressing criticisms and problems
identified in the reviews conducted by the Office of the Inspector General (OIG). Earlier this
year, Inspector General Fine testified before this Committee about the significant weaknesses in
the FBI's computer systems, which were found to be antiquated, inefficient, and badly in need of
improvement. The Inspector General’s conclusion that the FBI’s troubled information systems
were likely to have a continuing negative impact on its ability to investigate properly crimes and
analyze information greatly concerned me and other members of this Committee. Given this
grave prediction, I was gratified to learn what Director Mueller was doing to accelerate a major
overhaul of the FBI's technology system that would better enable it to gather, analyze, and share
information and intelligence. Today, we will delve deeper into the progression of this overhaul.

The Committee’s sole witness today is Sherry Higgins, Project Management Executive in
the Office of the Director at the FBI, who will explain what the FBI is doing to fix technology
problems that have been identified by the OIG reviews, as well as by members of this
Committee. She will also discuss what changes the FBI has implemented to build a collaborative
information infrastructure designed to better support its mission. Ms. Higgins’ extensive
experience with and knowledge of the intricacies involved in project management led Director
Mueller to hire her to oversee the FBI’s implementation of the Trilogy program.

I'remain confident that the FBI and the Department of Justice are moving in the right
direction. Ilook forward to hearing the testimony of Ms. Higgins and to continuing to work with
the Department and the Bureau to assist them in their essential mission of protecting our citizens
from harm.
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Good morning. I'm Sherry Higgins, the FBI’s Project Management Executive for
the Office of the Director. I have been asked to talk to you about how the FBI is
fixing old problems and building a collaborative information infrastructure to better
support our mission. I have also been asked to share with you some personal per-
spectives on how the FBI differs from the private sector in developing our com-
puting infrastructure.

Today, we live in a dangerous world, where criminals and terrorists exploit ad-
vances in technology to perpetrate crimes against United States citizens and our na-
tional interests. High-speed digital and wireless communications, including the
Internet, are the “tools of choice.” Instant global communication has expanded tradi-
tional organized crime and allowed terrorists to operate from the remotest of areas.

These kinds of abilities helped facilitate the 9/11 attacks. In response, Director
Mueller is restructuring and reshaping the FBI to better fit a new mission with dif-
ferent priorities and to put in place the analytical and information sharing capabili-
ties needed in the post-9/11 environment.

A component is the information infrastructure necessary to enhance our ability
to collect, store, search, retrieve, analyze and share information. Prior testimony be-
fore Congress has described the problems the FBI is experiencing because of out-
dated technology. Thanks to support from Congress, the FBI has embarked on the
information infrastructure revitalization that I will describe today and that is well
under way. A word of caution, however. The FBI’s problems with information tech-
nology didn’t occur over night and they won’t be fixed over night either. That is be-
cause it is more important to get it right and know that we have the systems and
capabilities that precisely fit our mission as well as cure past problems.

The first major step in this direction is our Trilogy Program. The Trilogy Program
was designed as a 36-month effort to enhance our effectiveness through technologies
that facilitate better organization, access and analysis of information.

The overall direction of the Trilogy Program is to provide all FBI offices with im-
proved network communications, a common and current set of office automation
tools, and easy-to-use, re-engineered, web-based applications. Our Trilogy system
consists of 3 components:

Information Presentation Component (IPC). Hardware and software within each
office to provide each employee with a current “desk top” environment and equip-
ment.

Transportation Network Component (TNC). High-speed connections linking the of-
fices of the FBI.

User Applications Component (UAC). Five user-specific software applications to
enhance each employee’s ability to access, organize and analyze information.

The Information Presentation Component relies primarily on commercial-off-the
shelf (COTS) hardware and software products that provide a modern desktop envi-
ronment and connectivity, thus facilitating employees’ ability to input, retrieve, ma-
nipulate and present information in text, image, audio and video formats. The Infor-
mation Presentation Component is replacing our antiquated computer workstations,
providing an updated e-mail capability, and includes simple things like additional
printers and scanners that increase productivity. This component is nearing comple-
tion.

The Transportation Network Component is simply the telecommunications net-
work consisting of high-speed connections linking the offices of the FBI, and the
hardware, software and new workstations within each office to link at high speeds
the entire FBI. It will provide connectivity between FBI facilities (via a WAN) and
within FBI facilities (via a LAN), so that investigative information and analysis may
be shared among agents and analysts easily, accurately, rapidly and securely, and
at thenhigh data volumes our new applications support. This is nearing completion
as well.

The User Application Component is replacement of user applications that will en-
hance our ability to access, organize and analyze information. Specifically, the Tril-
ogy Program will migrate five investigative applications into a “Virtual Case File”
(VCF), to provide user-friendly, web browser access to mission critical information.
A web-based interface will enable our users to have a graphical interface with inves-
tigative information. It will eliminate the cumbersome aspects of our current sys-
tem, greatly enhance our collaborative environment and go a long way towards
eliminating the problems obvious from Hanssen and McVeigh.

Under the FBI’s old legacy investigative information system, the Automated Case
Support (ACS), users navigate with the function keys instead of the point and click
method common to web based applications. Simple tasks, such as storing an elec-
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tronic version of a document today, require a user to perform twelve separate func-
tions, in a “green screen” environment. That will soon change with Trilogy. Auto-
mated workflow will allow for a streamlined process to complete tasking. Storing a
document for the record will occur with a click of the mouse button. This will make
investigative and intelligence information immediately available to all personnel
with appropriate security.

Enhanced ad hoc reporting, online information sharing and state-of-the-art ana-
lytical tools will permit those conducting investigations and analyzing data to easily
organize and filter events and trends. Representatives from our field offices who are
defining the VCF user needs are also challenging current FBI business practices to
improving workflow and to ensure that archaic business rules are not automated.

Multimedia functionality will allow for the storage of information in its original
form. Under the old system, agents cannot store non-compatible forms of digital evi-
dence in an electronic format, instead having to describe the evidence and indicate
where the evidence is stored in a control room. Multimedia functionality will facili-
tate electronic storage of digital evidence and media to the investigative case file,
allowing access to the information from the desktop.

Trilogy also includes an Enterprise Management System (EMS), that supports all
three of the components of the Trilogy Program. The EMS will allow the FBI to con-
figure, monitor and administer information systems and components through a cen-
tral Enterprise Operations Center (EOC), with local Field Office visibility into the
status of equipment at their location. The EMS will gather and provide appropriate
IT system metrics for Trilogy from the operations center. EMS functions include
mandatory and optional capabilities for fault, configuration, accounting, perform-
ance, and security management.

The original plan for Trilogy was development and deployment over 36 months
from the date of the contract awards for the infrastructure and applications develop-
ment, May and June 2001, respectively. The events of September 11, 2001 impacted
many aspects of the FBI, including the Trilogy Program. The urgent need for im-
proved information technologies prompted the Director to request that Trilogy im-
plementation be accelerated, with emphasis on those capabilities most urgently
needed to support the FBI’s priority cases.

In response, Congress provided additional funding and Trilogy’s network and
desktop infrastructure improvements were accelerated. The resulting improvements
are significant.

Infrastructure enhancements are being deployed in two phases.The first phase,
called “Fast Track”, is installation of Trilogy architecture at our 56 Field Office loca-
tions and as many of our Resident Agencies as can be completed before the second
phase begins. This consists of new network printers, color scanners, local area net-
work upgrades, desktop workstations, and Microsoft Office applications. By the end
of April 2002, deployment at all 56 FBI Field Offices and two Information Tech-
nology Centers (ITCs) was completed. Fast Track is continuing to deploy this infra-
structure to our Resident Agencies.

The second phase of infrastructure deployment is called “Full Site Capability,”
representing the complete infrastructure upgrade. The full upgrade will provide the
wide area network connectivity together with new encryption devices to protect our
data, new operating systems and servers, and new and improved e-mail capability.
The WAN design also has been enhanced to eliminate possible single points of fail-
ure. Completion of this phase was moved from the accelerated date of July 2002 to
March 2003 to allow additional time to test and deploy a secure, operational system.

The Enterprise Operations Center (EOC) facilities, circuit and bulk fiber installa-
tions, electronic key management system, and installation of encryptors are all on
schedule.

User training on the new desktop office automation software has begun and a new
training management system deployed.

The UAC component is scheduled to be delivered by January 2004, or four months
ahead of the original schedule. And although the Trilogy Program is accelerating the
network and desktop infrastructure ahead of applications development, there are
significant benefits to modernizing the infrastructure before the upgraded applica-
tions are available. Infrastructure enhancement will immediately provide FBI field
offices the high-speed connections to link with one another (and within each office)
and share investigative and administrative information currently available in their
legacy systems. It will provide nearly every FBI employee a modern desktop, and
applications and database productivity tools, which will significantly enhance work
productivity.

Further, during the interim while Trilogy UAC is under development, the FBI is
enhancing some of our existing legacy systems to enable web access to certain appli-
cations. So, for example, two new capabilities are the Case Control system and Glob-
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al Index Application. The Case Control system was delivered in April 2002; the
Global Index Application was delivered in April 2001. The Case Control System
keeps track of the location of each Counter-terrorism related hard copy file, as it
is routed to our field divisions and nine scanning centers; this ensures that all files
are scanned and accurate file locations maintained. The Global Index Application
allows the user to search for a name, date of birth, address, and/or phone number,
against four of our main investigative applications systems (ACS, IIIA, CLEA, and
TA), with one query, returning basic case information.

The User Application development is now planned in two increments. The initial
VCF release will migrate data from the current Automated Case Support (ACS) and
IntelPlus to the VCF. VCF Release One has a targeted completion date of December
2003. This release will allow different types of users, such as agents, analysts, and
supervisors, to access information from a “dashboard” that is specific to their indi-
vidual needs. This VCF release will also enhance our capability to set and track
case leads, index case information, and move document drafts more quickly through
the approval process, with digital signatures.

The second release will migrate the Criminal Law Enforcement Application
(CLEA), Integrated Intelligence Information Application (IITA), and Telephone Ap-
plication (TA) into the VCF. VCF Release Two has a targeted completion date esti-
mated for June 2004. It will provide Audio/Video Streaming capability and provide
our agents with “content management” capability. This will help them access infor-
mation from our data warehouse, regardless of where in the system the information
was entered. For the first time we will have a “one query does it all” capability.

The VCF Team is currently using an industry-standard process called Joint Appli-
cation Development (JAD) planning, to define and prioritize the users’ operational
requirements. By joining the application developers with the users (agents, analyst,
and support personnel), applications will be built that will reflect the items needed
by these individuals to perform their jobs. This approach differs from the old way
of doing business: figuring out how to do your job with the tools you already have.
JAD is not a rebuild of the old system. It has brought users, designers, future sys-
tems operators together to develop applications that are operationally sound and
maintainable. JAD sessions started at the end of January this year and are ex-
pected to conclude next week. Additional JAD sessions will take place as part of the
process for VCF Release Two.

As with any automation project, a number of risks must be managed to a have
a successful Trilogy Program deployment. The top three are all related to our ag-
gressive deployment schedule. I believe all are manageable. They are: INC/PC and
UAC test and acceptance; the enterprise operations center; and legacy system inter-
operability.

Before we deploy our Full Site Capability infrastructure to the field, we need to
test the desktops, servers, and networks to ensure that there are no problems with
our final configuration. Our current schedule allows a tight allocation of time for
testing, which leaves little room for resolving potential problems. To mitigate this
risk, the test team is prioritizing requirements and developing a common under-
standing of system acceptance test coverage, conditions, and criteria. Once identi-
fied, the plan is to test the most critical aspects of the system first, and, if nec-
essary, continue testing the non-critical areas during initial deployments.

Our aggressive schedule also leaves little time for EOC preparations in support
of the deployed infrastructure. To mitigate this risk, current available EOC staff
will be trained to support the Trilogy infrastructure and additional external re-
sources will be identified for full operational support at the start of FSC deploy-
ment. Finally, contractor personnel will be utilized to supplement government staff
for network services, central systems, security and the data center.

Interoperability with legacy applications is another risk area. There is currently
a lack of documentation in place that captures the old legacy system functions and
operations. Therefore, the UAC team is still identifying new interfaces and modifica-
tions to existing interfaces. Our schedule allocation for engineering and testing may
not be adequate for successful integration infrastructure deployment with the cur-
rent applications and servers. To mitigate this risk, the test team is also prioritizing
these test requirements and developing a common understanding of system accept-
ance test coverage, conditions and criteria.

Once we catch up to a standard PC environment, the future looks very positive.
We are planning for a technology refreshment program (TRP) which will replace
Trilogy network and workstation hardware, network data storage, server hardware,
and embedded software on a periodic basis to prevent system performance degrada-
tion and rising O&M costs due to obsolescence. The TRP also envisions the incorpo-
ration of new technology as it becomes available in the private sector and the study
of emerging technologies to evaluate potential future uses and benefits and to better
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anticipate future resource needs. In essence, a viable infrastructure technology re-
freshment plan is essential to maintain the benefits of the Trilogy investment, the
efficiency and capabilities of FBI investigative support systems and to better plan
and budget for out year expenditures.

I have been asked to provide my personal perspective on what I have changed
since reporting to the FBI this March, and how the FBI contrasts with my experi-
ence in the private sector.

Before my arrival at the FBI, the Trilogy Program was overly focused on achiev-
ing an accelerated schedule. Although the Trilogy Program will still be brought in
ahead of its original schedule, we have begun allowing for more test time to ensure
we deliver a quality product to the field. Industry best practices recommend “build-
ing in quality”, instead of “inspecting it in”. Using quality standards and compliance
up front will allow us to identify and prevent mistakes that would require expensive
fixes later on down the line.

Effective communications within and without the Trilogy Program is also essen-
tial to our success. I am in the process of developing a Trilogy Communications Plan
that will promote effective communications across our business enterprise, so that
valuable development information is not retained in pockets.

I am also developing an integrated master schedule for the Trilogy Program,
which will reflect the program’s critical path, dependencies and integration tasks be-
tween our three components. We will constantly review this schedule to capitalize
on efficiencies and schedule improvement opportunities.

One of the striking differences between the private sector and the FBI is the Bu-
reau’s lack of a dedicated corps of acquisition specialists with which to plan, develop
and manage large projects. The FBI has many talented people with some of these
requisite skills; we have pockets of expertise in program management disciplines,
such as financial analysis, budgeting, contract management and system engineering,
residing in different divisions. However, the FBI has operated for too long without
an organization responsible for proper development business practices, which would
ensure that FBI systems under development are responsive to our users’ require-
ments.

Private industry and most government agencies recognize the advantages of insti-
tuting a project management executive with a project management office to manage
complex, expensive, high-risk development efforts. According to the Gartner Group,
“enterprises utilizing a project office to manage the growing complexity involved
with creating or acquiring and then implementing and managing these applications
have a distinct advantage over those that do not.”. Perhaps the most frustrating ex-
perience I have had since coming to the FBI from private industry is trying to work
information technology issues that cut across the FBI’s organization. “Stove piped”
communications internal to the FBI prevents information and communications flow
that is required to be responsive to our users and oversight. Successful project de-
velopment and implementation at the FBI requires constant and accurate commu-
nications across our entire business enterprise.

To make this a reality, I have recommended, and Director Mueller has approved
of the establishment of an Office of Programs Management. This office will develop,
manage, and deploy high-priority, complex and high-risk projects of high dollar
value, to successfully support the FBI’s operational mission. The office will have a
staff of subject matter experts in key program management functions, matrixed to
development project managers. These project managers will be “loaned” from their
sponsoring divisions to the Office of Program Management during the development
of the project, from the concept phase until the project is ready to be transitioned
to operations.

In addition, the Office of Program Management will be charged with using repeat-
able processes for these efforts; in other words, we will implement a business ap-
proach to our large acquisition efforts, by instituting core program management dis-
ciplines from a project’s concept phase until it is transitioned to operations and
maintenance. We will train a skilled corps of FBI PM subject matter experts, and
advise the FBI Director on program management and acquisition-planning related
organizational issues, proposals, and strategies.

Because of its user/management orientation, the Office of Program Management
will be in a position to make the most informed recommendations concerning trade-
offs between performance, schedule, and costs of projects, to determine the best
course for return on the FBI’s investment in IT. This office will also gauge the im-
pacts of delays of delivered functionality for the field divisions and headquarters,
and develop budget justifications for the acquisition of required resources to support
approved systems projects.

In summary, Trilogy gives the FBI workable standards and a base it can build
upon. Trilogy is being built to allow for interchanges with different systems, internal



46

and external, so that the historical problem of “not putting the pieces together” is
no longer an issue. Trilogy will provide the resources and tools the FBI needs to
support investigations and the critical building blocks for future improvements. The
Trilogy Program is focused on getting these critical resources to our Special Agents
and field support personnel as quickly as possible.

O



